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I.
Introduction

The Internet and social media are a large part of today’s social environment. They are also a large part of today’s business and commerce environments – we buy and sell via the Internet, we watch “television” through the Internet, we communicate with friends and family on Internet websites, we do our work using Internet resources, and, among other things, we increasingly consider the Internet a source for information about people (including people at or associated with work). Recently, Web 2.0, or the second generation of the World Wide Web, has become very popular. The term Web 2.0 is commonly associated with web applications that facilitate interactive information sharing, user-centered design, and collaboration on the World Wide Web. This interactive platform allows people to post information about themselves, often very personal information, in a real-time fashion. “Social media” has also become a catch-all term that encompasses this broad array of electronic communication including sites such as Facebook, Twitter, Skype, LinkedIn, and personal blogs. Given that background, it is important to understand the ramifications of social media in the workplace.

Part II of this paper will analyze employer use of social media in hiring situations. Part III will focus on employee use of Web 2.0 and how that use affects employers. Finally, Part IV of the paper will analyze social media policies. 
II.
Employer Use of Social Media In Hiring


A. 
General – Should an Employer Google Each Hire?

The Internet is a tempting source for corroborating and obtaining additional information about applicants. Whether or not your institution has an official policy banning or permitting the practice, it is likely that someone is going to Google a prospective candidate at some point – or check Facebook or Twitter or LinkedIn or some other website. There are benefits to using this source of information: you can learn whether a candidate is being truthful, you can learn about a candidate’s interests and outside activities. There are also negatives to using this source of information: you can learn that a candidate is being truthful but incomplete, you can learn about a candidate’s political or religious beliefs or their social life. Either way, you have a strong chance of learning something that makes a difference as to whether you think this candidate is the right professional and/or social fit for your position. But can you, should you use the information you learn? 
(1)
Yes.


Candidates should know that information on the Internet is readily available not just to friends and family but also to prospective employers. Therefore, the assumption must be that they know that a prospective employer could learn that information about them and the prospective employer should feel free to consider that information.


(2)
No.


There is a reason we caution hiring officials that job interviews are not the place to ask about marital status, children, religion, politics, sexual orientation, and many other personal details. We caution against such questions because we don’t want our institution to later be accused of letting that information sway a hiring decision. There is little difference in asking about someone’s family life in an interview and looking at pictures of their family life found on the Internet. In fact, it could easily be said that you might learn a lot more from those pictures than you would have in an interview.


(3)
Maybe.


The information is there and readily available. And, realistically speaking, if the information is already flowing towards your search committee or your hiring official, they cannot un-know that information. Just as you would look for information in a background check to be relevant to the job search, any information learned through internet searches should be considered if relevant to the job at hand. Further, while a background check is usually done based on a check of available official records, a search on the internet may reveal untrue or inaccurate or incomplete information – but it will frequently reveal some of the same information that would be available through a background check. Thus, to the extent that the information is relevant and reliable, and would be available in a thorough background check on a prospective employee, there is little difference in considering such information obtained via the Internet.


B.
The Pitfalls


Information obtained from searching the internet and reviewing available social networking profiles has its drawbacks. 

(1)
Is the information reliable?


Especially if the person has held a position of responsibility prior to your consideration, it is entirely possible that a commercial associate, a former student, a former co-worker, or an adversary may have provided information that is tainted by their personal feelings. The opposite is also true: information posted by friends, family, romantic partners, or others could be unrealistically positive. Information could also be false: a Facebook persona created by a person with an axe to grind; a Facebook persona created by a person trying to make themselves or someone else look better; fake recommendation letters on LinkedIn; misleading photos on a webpage; a faux Twitter feed; etc. Finally, are you sure you are looking at information on the right person? Where there is a posted photograph, this may not be an issue. But many names are similar, and it can be very difficult to determine whether Google results for “Michael Jones” are for the Michael Jones you are considering hiring.


(2)
Is the information unnecessarily personal?


You might learn too much when searching for a potential candidate on the internet. You might, for example, find an individual’s blog and, in reading it, learn that he or she was suicidal in the past. Or that she has a disabled child for whom she is the primary caregiver. Or that he is a practitioner of a minority religious sect. We could go on, but you get the idea.


(3)
Is the information highly sensitive and available only by accident?


You might learn something that nobody should have learned, something that has been mistakenly made available on the internet. For example, sealed court records may have been inadvertently made available to internet search engines revealing a highly contentious custody battle with allegation of child molestation. Or detailed credit information has been posted by a vendor. 

(4)
Can you control how the information is going to be used?


The results of a background check are generally centrally obtained and can therefore be centrally cleared by someone who understands what the information reveals (assuming that’s your policy). Having various individuals doing various internet searches could result in a mishmash of (sometimes unreliable) information gathering that the hiring official does not know about but that still affects a job search. For example, one or more members of a search committee could utilize information obtained from the internet to eliminate a candidate from a search; or rank a candidate lower than they might have otherwise ranked; or favor a candidate who might otherwise not have been favored – all on the basis of information that may or may not be made available to the rest of the search group or to the decisionmaker.


C.
The Risks


Perhaps with the best of intentions, someone in the hiring process mentions to the candidate something they saw on the Internet relating to the candidate, and then that candidate is not chosen. Will the spurned candidate go on the offensive? It certainly has happened. 

(1)
Discrimination or Retaliation Claims 


A claim of discrimination or retaliation in this setting would hinge on the candidate learning that information obtained via the Internet (or some other source) was improperly used by the potential employer to deny employment. For example, an internet search may reveal that a candidate is heavily involved in a political campaign or has a same-sex partner or has a disabled family member for whom he or she is the caregiver. Or, a search may reveal that a candidate has been involved in prior litigation under civil rights statutes against other employers. If the candidate is then denied the job opportunity and has reason to believe this information about them has been used, the candidate may claim discrimination or retaliation. The success of such a claim is questionable because any number of reasons could lead to a decision to hire one candidate over another and also because many institutional job searches yield many qualified candidates. However, these types of claims can proliferate as information is so frequently available on the Internet.

(a)
Ward v. University of Central Florida Board of Trustees, 2006 WL 1119191 (M.D. Fla. 2006) – Dr. Ward applied for a tenure-track position at the University of Central Florida after being approached at a conference by a faculty member. Initial reactions were favorable and Dr. Ward was in discussions regarding an interview. However, on conducting reference checks, hiring officials received negative references, and one reference disclosed Dr. Ward’s discrimination lawsuit against his prior employer. (Reference comments also included “no comment” and “do not hire.”) The University backed out of their pursuit of Dr. Ward, and he was not hired. Dr. Ward sued UCF alleging retaliation under Title VII based on the information obtained by UCF about his prior lawsuit. Ultimately, summary judgment was entered for the University.

(b)
Keeley v. Cisco Systems, 2003 WL 21919771 (N.D. Tex. 2003) – Plaintiff previously worked for Sun Microsystems, and he filed a charge of discrimination against Sun following his employment there. He applied for a sales position with Cisco and received a conditional job offer, contingent upon a successful background check. Plaintiff did not list his Sun supervisor, but the Cisco hiring official was friendly with him and called for a reference on Plaintiff. During that call, Cisco learned that there were unspecified problems with the prior employer. Ultimately, summary judgment was entered for Cisco.



(2)
First Amendment Retaliation Claims


Public sector institutions need to also consider the First Amendment. Where knowledge of prior civil rights or other complaints touching on public matters can be said to affect a hiring or contracting decision, it is possible that the affected individual or contractor may assert First Amendment claims. 
(a)
Oscar Renda Contracting, Inc. v. City of Lubbock, Texas 463 F.3d 378 (5th Cir. 2006) – Lowest bidder was passed over for City contract after City officials expressed concerns about contractors prior lawsuit against El Paso Water District – City official described contractor as “lawsuit happy.” Contractor’s prior lawsuit alleged First Amendment retaliation. Contractor’s lawsuit against Lubbock also alleged First Amendment retaliation. The Fifth Circuit reversed a dismissal of the retaliation claim, finding that “a contractor – like the individual job applicant – is protected by the First Amendment if its bid is rejected because of its exercise of protected speech.” Id. at 385. Note that it is unclear in this case how the City learned of the prior lawsuit.
(b)
See also Thaeter v. Palm Beach County Sheriff’s Office, 449 F.3d 1342 (11th Cir. 2006) and Roe v. City of San Diego, 543 U.S. 77, 125 S.Ct. 521 (2004) discussed in section III.A., below. Both Thaeter and Roe involve First Amendment claims brought by employees disciplined after information of alleged misconduct was discovered from Internet sources.


(3)
Invasion of Privacy


This will depend on state law. Some states have broader invasion of privacy actions than others. Frankly, an invasion of privacy claim based on use of information about a candidate found on the Internet seems far-fetched. However, where a candidate claims that information was falsified or improperly obtained, it may take some work to clear the institution out of the dispute. 



(4)
Fair Credit Reporting Act


The Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq., governs “employment background checks” where an employer uses a third-party to prepare a background check report. If your institution does not use a third party to conduct background checks, this should not be a concern. However, many institutions use consumer reporting agencies to prepare “consumer reports” as that term is defined by the Act. First, you must confirm what sources your consumer reporting agency is using. If your reporting agency is doing these types of general Internet searches for character or reputation purposes, you need to know. Where there has been an “adverse action” (defined to mean any decision for employment purposes that adversely affects any current or prospective employee) based on the consumer report, the Act requires that you inform the individual of that fact and give the individual contact information for the agency that prepared the report. The Act also permits the subject individual to be told everything that is in the report, whether it was used against them or not. Any individual may dispute incomplete or inaccurate information in a consumer report.


The Act applies to any background checks – consumer reports – done for an employment purpose, and this term includes hiring, promotion, reassignment, or retention as an employee. Thus, concerns about the Act also apply where background checks are done for promotion, reassignment, or retention. It is reasonable to assume that this would include where a consumer report is obtained as part of an investigation of an employee. 

While most people think of credit reports when thinking of the Fair Credit Reporting Act, the Act applies to any type of consumer report that is obtained via a third party. If your institution decides to use the Internet as a source of screening information, it may be best to do that portion of your investigation in-house. The Act does not apply unless a third party consumer reporting agency is the one preparing the report – and, then, it only applies to what they prepare, not what your institution may do in-house. Some consumer reporting companies are addressing these concerns by preparing reports that filter out sensitive information such as sexual orientation, race, or religion, prior to providing a report to the potential or current employer. See Social Intelligence as an example of a company using the Internet for screening but providing filtered reports. 

D.
On Balance


Perhaps your institution already has a practice of doing a criminal background check on all applicants and also checking certain other information about applicants (e.g., professional licensure or educational background). If so, is conducting an internet search, especially on a favored candidate, all that different in degree and kind? Yes, because you might learn more than you could have through a normal background search, but if the information is publicly available on the internet, then privacy is not a (realistic) concern. However, there are some real risks in the informal and ad hoc use of the Internet (or, frankly, any information source) by individuals involved in position searches. There is the risk that too much information of a too personal nature will be gleaned – and the unsuccessful candidate may claim that information swayed the search in a discriminatory fashion. A job search policy can address (1) the type of information that people involved in the hiring process are allowed or not allowed to see, (2) what they should do with information that is found, and (3) the need for consistent search and candidate-notification protocols. In addition, the relevant officials at your institutions should incorporate these concepts into their training for hiring officials and in search committee handbooks. Keeping too tight a grip in the flow of information, however, may result in a policy that you cannot enforce. After all, the Internet is at their fingertips, and the temptation may be too great to resist.


It also pays to remember that these risks exist even without Internet searches, as individuals may call colleagues at other institutions for their “opinion” of an applicant and get just as much extra or overly personal information as they might have obtained from an Internet search. In both the Ward and Keeley cases cited above, information was obtained from phone calls to colleagues or friends. Alternatively, an applicant may provide the information in an up-front fashion, putting the prospective employer on the defensive. See Hasan v. U.S. Dept. of Labor, 545 F.3d 248 (3d Cir. 2008) (Plaintiff’s cover letter disclosed previous whistleblowing activity and stated “[p]lease do not Discriminate and Retaliate against me”).
III.
Employee Use of Social Media and Other Internet Sources 

The Internet is not just a source of information prior to hiring a candidate. Once someone is in your employ, their social lives will more closely dovetail with work associates and supervisors. The Internet is likely to play a role in that, as people “friend” one another on Facebook or otherwise connect through social networks – LinkedIn, Twitter, closed networks offered by associations or groups, etc. What do you do when that closer association reveals misconduct or impropriety by an employee? Or when that closer association turns unfriendly or uncomfortable for a co-worker?


It is not hard to imagine circumstances under which Internet surfing might reveal questionable information about an employee. For example, a search on eBay reveals that police uniforms are for sale and further investigation reveals that the same seller is a police officer also selling pornographic video in the adults-only section of eBay. Or, an employee uses his Facebook page to vent in highly unflattering terms about his supervisor and a co-worker/friend shares those posts with the supervisor or someone else in authority. Internet activity that constitutes or reveals misconduct by an employee may also come to a supervisor’s or co-worker’s attention in other ways. For example, an employee who has been approved for a medical leave posts pictures of themselves skiing or on vacation that happen to be seen by a Facebook friend who notifies a supervisor (or the supervisor is the friend who sees the pictures). Or, an employee may post a video on YouTube showing improper conduct on the job or otherwise in violation of workplace policies. 


Can employers also be liable for things their employees post on various social media sites or blogs? The answer is yes. Employers can be found liable for a variety of reasons. This is true even when the conduct does not occur at work or with work-issued equipment. Potential claims that can be brought against the employer include: discrimination, harassment, retaliation, defamation, invasion of privacy, and copyright infringement. This paper will analyze the discrimination, harassment, and retaliation claims, but the other claims are outside the scope of this discussion. There are numerous other NACUA resources that discuss these other issues in depth.
 

Employers have many duties when it comes to employees. Among those duties are providing a safe workplace that is harassment-free. This is the case whether or not there are any Web 2.0 issues in play. The same standard of care and duty to act may exist when an employer learns that an employee is being threatened, harassed, bullied or discriminated against in an on-line setting.

A.
Internet-triggered Disciplinary Action
If a supervisor learns information from the Internet about an employee and determines that the information reveals misconduct, the supervisor can act on that knowledge. There is nothing illegal about casually discovering information that is publicly available on the Internet. However, the individual may take an offensive posture in response to disciplinary action related to ‘off-campus’ conduct portrayed or publicized on the Internet. A disciplined employee may allege that their off-duty conduct is protected from action by the First Amendment or that the employer’s action is retaliatory in response to some protected activity or that the employer is acting with discriminatory animus. As with most employment-related and civil rights claims, the likelihood of success for the plaintiff will depend on all the circumstances surrounding the action. 
(a)
Thaeter v. Palm Beach County Sheriff’s Office, 449 F.3d 1342 (11th Cir. 2006) – Deputies were dismissed after it was discovered that they were selling sexual explicit photographs and videos on pay-per-view websites operated by their wives and the wife of a third deputy. The Sheriff’s Office was notified of the activity anonymously and initiated an investigation. Based on findings that the activities violated the department code of ethics and the off-duty work rules, the deputies were dismissed. They sued, alleging First Amendment violations. The Court held that the deputies’ actions did not qualify as a matter of public concern; the Court further held that the deputies’ actions were detrimental to the employer and reflected on their fitness to serve as deputies. The Court affirmed the dismissal of the deputies’ First Amendment claims.
(b)
Roe v. City of San Diego, 543 U.S. 77, 125 S.Ct. 521 (2004) – Police officer was discharged for offering home-made, sexually explicit videos for sale on the Internet – grounds for discharge were conduct unbecoming an officer, outside employment without permission, and immoral conduct. Roe’s supervisor learned of the videos after he discovered an official San Diego police uniform for sale on eBay and investigated the seller further. Discharged officer sued under §1983, alleging violation of his First Amendment rights, because the video activities were done outside of the workplace and were unrelated to his employment. On appeal to the Supreme Court, the employer’s discharge decision was upheld. The Court agreed with the City that the conduct was designed to exploit the police department’s image and likely to bring disrepute to the department.
(c)
Spanierman v. Hughes, 576 F.Supp.2d 292 (D.Conn. 2008) – Nontenured high school teacher was nonrenewed after school investigated his MySpace connections to students at the school. School administrators felt that teacher’s use of MySpace profiles to friend his students and chat with them socially was unprofessional and potentially disruptive to the school. Teacher sued several administrators individually under §1983 alleging violations of due process, equal protection, First Amendment free speech, and First Amendment associative expression rights. He asserted that an anti-war poem on his site was the reason the school took action against him. Eventually, the case ended with summary judgment for the defendants.

(d)
Pflanz v. City of Cincinnati, 778 N.E.2d 1073 (Ct. App. 1st Dist. 2002) – City posted hazard warning posters identifying a former firefighter after he posted messages perceived to be disparaging and threatening on an Internet bulletin board catering to firefighters. Specifically, he posted a message about a recent shooting incident in Mississippi where a firefighter killed four others at a fire station; he also wrote, “A man can only be expected to take so much.” This was in the context of increasingly strident messages complaining about his treatment at the hands of the fire department. In addition to suing for disability discrimination arising out of his medical termination, Pflanz also sued for retaliation because of the hazard posters. Deferring to the city’s business judgment that the poster was a reasonable safety precaution, the court rejected the retaliation claim. 

B.
Discrimination, Harassment & Retaliation Cases Against the Employer
Employers have a duty to protect employees from discriminating, harassing and abusive behavior in the workplace. These days this same behavior can occur on Web 2.0. Thus, employers are finding themselves sued for discrimination, harassment, and/or retaliation for conduct that occurs on the internet. 

So, what is an employer supposed to do? Are they required to monitor every possible internet page on which its employees could be posting? The answer is no. There is no duty for employers to monitor electronic communications. However, courts have held that once the employer is aware of inappropriate postings on sites it owns or controls, a duty to act likely arises. See Delfino v. Agilent Technologies, 145 Cal. App. 4th 790 (2006), cert. denied, 522 U.S. 817 (2007). In Delfino, the employer was held not liable because they acted quickly when they were notified of the unlawful behavior by their employee. When the company learned that its employee was sending cyber threats over the internet, it fired the employee immediately and the Court stated that was one of the reasons the employer was not liable in this civil action. See also City of Ontario, California v. Quon, 130 S.Ct. 2619 (2010) (holding public employer may search employee’s electronic communications for a legitimate business prupose); Smyth v. Pillsbury, 914 F. Supp. 97 (E.D. Pa. 1996) (stating employer can fire employee for inappropriate conduct over email even when employee uses his home computer). 
Courts have also held that once an employer is aware of inappropriate behavior on an independent website, it has a duty to act. In Doe v. XYZ Corp., 886 A.2d 1156 (N.J. Super. Civ. App. Div. 2005), the wife of an employee of XYZ Corp. sued the company due to the employee’s use of the company’s computers to post naked photographs of his stepdaughter on pornographic websites. While the company was not aware that the employee had sent the photographs, it was aware that he had visited several porn sites, including one about children. The employee was told to stop accessing such sites at work by a supervisor. However, when that same supervisor later saw the employee doing it again, he did nothing about it. Two years later, the employee allegedly sexually abused a minor. The Court denied the company summary judgment reasoning that the company could have done more to prevent harm to third parties, such as viewing the content on the websites the employee had accessed, reporting the activity to the police, and taking additional action to stop the conduct beyond warning the employee. The Court also stated the employer had a duty to terminate or warn the authorities and failure to do so rendered it liable for a foreseeable injury. 

If an employer knew or should have known of the employee’s use of social media to harass another employee, the employer can be liable. See Blakely v Continental Airlines, 164 N.J. 38 (2000). In that case, the Court ruled that the company had a duty to stop harassment of a co-worker that was occurring on an electronic bulletin board operated by a third-party service provider when it knew or should known harassment was taking place in the workplace or work-related settings. The Court stated the electronic bulletin board should be considered part of workplace and the posting could constitute a hostile work environment. 

What happens when an employee posts disparaging or harassing comments anonymously on a third-party site? JuicyCampus.com was an infamous gossip site where people posted offensive content anonymously. If the content was regarding a student, staff, or faculty member, it was often difficult to investigate due to the anonymity of the poster. Multiple lawsuits were filed against JuicyCampus.com, and it has been closed down. However, there are many similar sites in existence. Institutions are expected to do what they can as far as investigations but will likely not be held liable due to the difficulty in conducting a full investigation. 
With respect to retaliation cases, the existing state of the law is that a retaliatory adverse employment action can be anything that might dissuade a reasonable employee from filing a complaint against his employer for discriminatory conduct. See Burlington Northern & Santa Fe Ry. V. White, 548 U.S. 53 (2006). In that case, the U.S. Supreme Court specifically stated that context matters; conduct outside of work could be considered retaliatory. Courts have found that conduct related to social media sites is relevant for retaliation cases. For example, in Forsberg v. Pefanis, No.1:07-3116, 2009 WL 901015 (N.D. Ga. January 26, 2009) the Court found that the plaintiff in a sexual harassment case sufficiently alleged retaliation to survive summary judgment. Among other facts to support retaliation, the Court cited that the alleged harasser contacted one of the plaintiff's friends in an attempt to gain access to her private MySpace account and obtain personal and private information about the plaintiff and her family after plaintiff filed her EEOC charge and her lawsuit.

Often employees may post something on a social media site without realizing the impact or considering who may see it. For example, assume that a female employee complains to her supervisor that a male employee is sexually harassing her. The supervisor keeps the matter private in the office and follows the employers’ procedures for handling the matter. That night, however, the supervisor goes home and discusses the harassment complaint in detail on Facebook, disclosing the details of the complaint. Numerous co-workers see the post on Facebook. The next day, the office is buzzing and the complainant is embarrassed, confirming the female employee’s fears that she should not have reported the harassment. 

Should supervisors become “friends” with his or her subordinates on social media sites? This is a tricky question. For current employees, employers may have legitimate reasons for reviewing employees’ social media postings, such as monitoring public disclosures of confidential business information or truly wanting to see the photos of an employee’s child that they post. It can create problems, however. Some employers resort to tactics that raise serious privacy concerns, including accessing social networking pages through misrepresentations or “fake friending.” On the other hand, supervisors who openly “friend” subordinates may not be in any better position because the subordinates may claim they felt coerced to accept the request. These cyber-friendships typically involve the exchange of personal information, including membership in political or other organizations, medical information, knowledge of discriminatory remarks, etc. A supervisor’s awareness of such personal information can trigger the company’s duty to take action, or can trigger harassment, discrimination, retaliation and wrongful discharge claims from the subordinate. 
What about disciplining and/or terminating employees for comments they make about their employer on a social media site? In theory, if the employee is an at-will employee, he or she could be terminated for posting an unflattering comment about their employer on the internet. Most states have employment at-will policies, meaning that an employer may fire an employee for any reason that is not prohibited by statute, e.g., discrimination against a protected class. Thus, an employer generally may discipline an employee for statements made on a social media site or threaten to fire the employee if the negative material is not removed. There are, however, significant exceptions to this rule. 
Courts typically frown on coercion by the employer in order to see an employee’s social media site. See Pietrylo v. Hillstone Restaurant Group d/b/a Houston’s, No. 06-5754, 2009 WL 3128420, (D.N.J. Sep 25, 2009). In that case, two restaurant employees created a password-protected MySpace page to discuss their grievances about their employer and invited other co-workers to join their site so that they too could complain about their employer. Management learned of the site when one employee showed a manager one of the postings. A manager requested that employee’s password to the site so they could read the other postings. The employee tried to avoid giving the password but eventually did so. The employer fired the two employees who started the MySpace page. The fired employees filed a lawsuit alleging a violation of the Stored Communications Act (SCA) as well as free speech and privacy claims. One of the issues at trial that the jury was concerned with was whether the employer effectively coerced the one employee to disclose her password, therefore accessing the social networking site without authorization. The jury ultimately found that the employee’s consent was coerced and ruled in favor of the former employees.

Also, under the National Labor Relations Act ("NLRA"), an employee may not be disciplined for discussing wages, hours, or other terms and conditions of employment. Thus, an employee may not be fired for urging other employees to complain about a particular employment practice. A social media site that encourages other employees to lodge complaints or that contains an employee forum discussing certain employment policies may, therefore, be protected. The NLRA, however, does not give an employee unlimited rights. For example, an employee may not act unreasonably, such as encouraging other employees to disseminate deliberately untrue statements.

The National Labor Relations Board (NLRB) has recently concluded that the termination of an employee based in part on Facebook postings critical of the employer and its supervisors, was improper because such posting constituted concerted activity protected by the National Labor Relations Act. See American Medical Response of Connecticut Inc., Case No. 34-CA-12576 (Region 34, NLRB). An employee of American Medical Response of Connecticut, Inc. (AMR), posted negative comments about her supervisor and her employer on her Facebook page. Several coworkers posted supportive messages on Facebook, and the employee responded by posting additional negative comments. AMR terminated the employee citing its policies regarding Internet posting and blogging. The NLRB’s investigation found that the Facebook postings constituted protected concerted activity under the NLRA and that the company’s social media policy was overbroad and unlawful, particularly in prohibiting the posting of disparaging remarks about the company or its supervisors. The NLRB’s complaint asserts that AMR’s application of its social networking policy unlawfully interfered with the employee’s right under Section 7 of the NLRA to engage in “concerted, protected activity”— in other words, the right to communicate with co-workers about the terms and conditions of employment. The day before the scheduled hearing in this matter, the NLRB announced that it had approved a settlement in which the AMR agreed to revise it overly broad rules so that they do not restrict employees from discussing their wages, hours or working conditions with co-workers and others while not at work and also not to discipline or discharge employees for such discussions. Under the current law, an employer could face a NLRB unfair labor practice charge even if the employer is not unionized and even if no disciplinary action has been taken. Thus, employers need to be mindful of this case and follow how this line of cases evolves.

A similar case that has been decided some time ago is Konop v. Hawaiian Airlines, 302 F.3d 868 (9th Cir. 2002). In Konop, an airline pilot sued his employer, alleging that the airline unlawfully retaliated against him for publishing articles on his blog that were critical of airline management and labor concessions. Hawaiian Airlines contended that the employee's publications were not protected organizing activities under a statute comparable to the NLRA and that, even if protected, the employee forfeited his rights by disseminating information he knew to be false. In denying the airline's summary judgment motion, the Court explained that there was no dispute the blog constituted protected union organizing activity and ruled that the allegedly defamatory comments were simply hyperbole or opinion, not deliberately false statements of fact.


C.
Using Information from Social Media Sites as Evidence
Even if a case is not primarily about social media, social media can be used as evidence of discrimination or other claims. For example, in Wolfe v. Fayetteville, 600 F.Supp.2d 1011 (W.D. Ark 2009), a school administrator was sued for discrimination partly due to Facebook postings. Wolfe sued the Fayetteville Public Schools and a school administrator on a civil rights violation theory under 42 U.S.C. 1983 claiming that Defendant failed to protect him from beatings and sexual harassment on campus. The alleged harassers created a Facebook group entitled "Everyone Hates [Wolfe]." The site contained discriminatory and very offensive comments as well as threats. Soon after the threats were made, the plaintiff was assaulted. The Court cited the Facebook site as evidence of discrimination and was a fact used to deny some of the Defendant’s motions. While Wolfe is not an employment case, it demonstrates that courts use evidence from a social media site as evidence of discrimination. This trend will likely continue.

Any statements made by employees on-line, (regardless if the employee was at work when the statements were made) can be discovered during litigation and may be admissible as evidence. For example, assume a company is being sued for age discrimination and the claim by the Plaintiff is that she is being treated differently by her supervisor due to her age. The company states the allegations are false and produces numerous internal emails in discovery. While none of the statements made by the supervisor (either in-person or in email) indicate any discrimination, the supervisor’s social media sites could be relevant. If the supervisor’s Facebook page has comments claiming he hates old people, the evidence could be damaging to the employer’s case. How could the plaintiff’s lawyer legitimately get the Facebook evidence (assuming the supervisor’s page is private)? There are two possibilities: 1) The plaintiff could send a subpoena to Facebook and/or 2) The plaintiff can request the Facebook information from the defendant in discovery. But is the evidence from Facebook and other social media sites discoverable and/or admissible? Courts have ruled both ways.

Whether evidence from social media sites is discoverable, depends on a number of factors including why the social media evidence is relevant. In the case, EEOC v. Simply Storage Management, 717 F. Supp. 2d 965 (S.D. Ind. 2010), there were sexual harassment allegations made by two employees. The plaintiffs sought damages for depression, stress, and various other problems stemming from the alleged harassment. The employer sought extensive discovery of the plaintiff’s Facebook and MySpace pages. The EEOC objected to the discovery requests, arguing that they were overly broad and invasive. The Court ordered the plaintiffs to produce the requested information, finding that, where the plaintiffs have put their emotional well-being at issue, discovery of evidence likely relevant to their mental state was, indeed, relevant to the dispute.

In another case, Barnes v. CUS Nashville, LLC, No. 3:09-00764, 2010 WL 2265668 (M.D. Tenn. June 3, 2010), the judge came up with a very creative way to resolve a discovery dispute over social media evidence. The plaintiff alleged she sustained personal injuries when dancing on the bar at the Coyote Ugly saloon. The defendant subpoenaed the plaintiff’s Facebook information, seeking photographs of plaintiff and her friends dancing on the bar. The subpoena issued to Facebook was quashed. The defendant then subpoenaed the plaintiff’s friends to get the pictures posted on Facebook. To resolve the issue, the judge offered to create his own Facebook account “for the sole purpose of reviewing photographs and related comments in camera.”
Courts differ on their approach regarding social media evidence. At least one court has taken the extreme position of ordering a plaintiff to turn over passwords to social media sites to the defendant. See McMillen v. Hummingbird Speedway, Inc., et al., Case No. 113-2010 CD (Pa. Ct. of Common Pleas Sept. 9, 2010).
Lawyers have also begun sending subpoenas to the social media sites directly for information regarding an individual (i.e. a subpoena issued to Facebook). Facebook and MySpace both have web pages directing attorneys where to send subpoenas. They have, however, been known to challenge many subpoenas issued in civil matters. For example, the original subpoena that was issued to Facebook by the Barnes defendant was quashed by the court at Facebook’s request. The judge determined that the disclosure of the plaintiff’s Facebook pages as requested in the subpoena would violate the Stored Communications Act (“SCA”). See also Crispin v. Christian Audigier, Inc. 717 F.Supp.2d (C.D. Cal. 2010) (holding that private messages sent via Facebook and MySpace constituted communications protected by the SCA; also holding that wall postings and comments were also protected if the user had proper privacy settings in place). 
The SCA generally prohibits, subject to certain exceptions, a "person or entity providing an electronic communication service to the public" from "knowingly divulg[ing] to any person or entity the contents of a communication while in electronic storage by that service." 18 U.S.C. § 2702(a)(1). It further prohibits a "person or entity providing remote computing service to the public" from "knowingly divulg[ing] to any person or entity the contents of any communication which is carried or maintained on that service." 18 U.S.C. § 2702(a)(2). The SCA enumerates several exceptions to the rule that service providers may not disclose the contents of stored messages. Among the disclosures authorized are those that are incidental to the provision of the intended service (see 18 U.S.C. § 2702(b)(1), (4), (5)); incidental to the protection of the rights or property of the service provider (18 U.S.C. § 2702(b)(5)); made with the consent of a party to the communication or, in some cases, the consent of the subscriber (see 18 U.S.C. § 2702(b)(3)); related to child abuse (18 U.S.C. § 2702(b)(6)); made to public agents or entities under certain conditions (18 U.S.C. § 2702(b)(7), (8)); related to authorized wiretaps (18 U.S.C §§ 2702(b)(2), 2517, 2511(2)(a)(ii)); or made in compliance with certain criminal or administrative subpoenas issued in compliance with federal procedures (18 U.S.C. §§ 2702(b)(2), 2703)). The SCA does not include an exception for civil subpoenas.

Law enforcement and criminal cases would have more leeway to subpoena social media sites successfully. See People v. Franco, 2009 WL 3165840 (Cal. App. Ct. Oct. 5, 2009) (jury convicted the defendant of vehicular manslaughter with gross negligence partly due to statements on her MySpace page that contradicted her testimony about the accident).

D.
How to Effectively Capture Information from the Internet 
It can be difficult to know how best to respond to and use information discovered on the Internet. Leaving aside issues of reliability discussed in Section II.B., above, there is also the question of how to preserve the information discovered. A Facebook page can be altered at any moment, or a revealing tweet can be deleted. 
Capturing web page images. Precisely because postings on social media websites can be fluid, it is necessary to capture information as it is discovered (or as soon as possible thereafter). Printing a webpage may work, and a printed web page can show the date and/or time of the printing. Another alternative is to use the “print to PDF” function available in the print options – this captures the web page you are on as a PDF and will show everything that is visible on the web page at the time you view it. It may not, however, capture time and date stamp information that could be highly relevant in a disciplinary or legal proceeding later. Screen capture (use the “Print Screen” key in Windows) allows you to capture what is visible on your screen and can be used to capture successive screens. Screen shots are generally not a complete picture of the page. 

Control of electronic files. An important consideration is whether you have control over the electronic files you might need. If what you need is not readily available on a public or otherwise available web page, you may have to consider that it is stored communication or some other stored electronic file that might be difficult for you to obtain. Several federal laws (and state counterparts, depending on your state) may be relevant to determining what you can access. For example, the Stored Communications Act (18 U.S.C. §§ 2701-12; part of the Electronic Communications Privacy Act, 18 U.S.C. §2510, et. seq.), prohibits unauthorized access to, among other things, communications stored with a service provider. See description of SCA in Section III.C., above. 
Securing computer equipment. Where you believe that a serious breach of protocol or significant misconduct will be revealed on a computer, it may be necessary to secure the computer’s CPU without giving notice to the employee. If the computer is owned by the institution, determine whether your institutional policies preserve to the institution the right to secure equipment for purposes of investigation. This is a vital piece of information, because if you are a public institution, you can be creating a privacy claim – where there is a reasonable expectation of privacy, a public institution will need to meet the requirements of the Fourth Amendment in order to search and/or seize equipment. 
Mirror image file review. If you are able to secure a computer for analysis, a computer forensics specialist can mirror the drive and conduct a thorough analysis of all files from the drive. Given that most things we think of as ‘deleted’ from our computers are still available in the empty spaces of the hard drive, many files, documents, and images can be retrieved. By using a mirror image, you can insure that future reviews of the same computer equipment cannot be challenged on the basis that the original was altered in the review.

Chain of custody. Most individuals trained specifically in forensics will understand that chain of custody is necessary. However, many times it is whatever IT support person you can find who is reviewing a file, and they may not understand that it is important, especially with files that you believe may reveal potentially criminal activity, to work from a mirror file and maintain chain of custody records. There is no requirement that every lay person in a business/university setting needs to act like a forensic analyst; it will likely be enough, especially in a civil setting, to make note of who did what when.

Evidentiary and discovery issues. While it is beyond the scope of this session to thoroughly review discovery issues surrounding cases that are grounded on electronic data, it is important to keep these things in mind. Securing equipment and maintaining chain of custody will help, as will tracking how information is discovered. Segregating information to a particular computer may also help, as then later it will be easier to produce should discovery occur. Likely, it will not be enough, should you end up in court, to simply cut and paste messages or items from a web page into a Word file – see U.S. v. Jackson, 488 F. Supp. 2d 866, 872 (D. Neb. 2007). But a complete printout of a text file might suffice – see U.S. v. Tank, 200 F.3d 627 (9th Cir. 2000).
IV.
Policies Relating to Social Media
You may question why institutions need a policy specific to employee conduct on social media platforms considering that Web 2.0 communication can be so similar to other forms of communication that are the subject of so many other policies. Indeed, as one commentator explained, social media policies “are not to be seen as brand new institutional policy because they aren’t. In fact, such guidelines are simply an elaboration of how existing University policy applies in the social media space.”
 That commentator, however, is a social media policy itself.

The reasons compelling so many employers, including scores of higher education institutions, to restate existing code of conduct guidelines in the context of social media policies are varied and more complex that might be immediately apparent. The principal factors are (a) protection of institutional reputation, (b) increased regulatory and judicial scrutiny of employee/employer conduct on social media platforms, and (c) the desire to avoid or minimize personnel disputes.

This section describes why employers adopt policies governing use of social media platforms, explains the different forms that such policies assume, and provides specific policy examples to illustrate the broad range of approaches adopted by institutions of higher education in this evolving area.


A.
Why Do Institutions Need Social Media Policies?
(1)
Just Communicating?: All social media interactions involve, at a fundamental level, how people communicate. However, social media communications (tweets, winks, blogs, etc.) involve communication on platforms that, although increasingly familiar to most, remain novel enough to many people that instinctual expectations are often inconsistent. An individual employee’s understanding of acceptable Web 2.0 communication in the workplace or in their personal lives is often inconsistent with her employer’s or co-workers’ views. The lack of common understanding about basic “rules of engagement” is fertile ground for institutional problems and personnel-related disputes. 
(2)
Institutional Reputation – Web 2.0 is forever and far-reaching: Communications on social media platforms are difficult to “undo” and, depending upon the platform involved, they may never truly go away. Written words posted online are a snap-shot of a person’s beliefs, opinions, or perspective that can become permanent in ways that spoken words or other writings cannot, and in ways that an author never intended. Online postings are also easily distributed far beyond an intended audience, raising even more opportunity for dispute-causing mischief or inadvertent, yet damaging mistakes.
(3)
Importance of “syncing” expectations: Given the risks to institutional reputation, one of the primary purposes of policies relating to social media is to set common expectations of “virtual behavior,” and to do so in advance. Establishing guidelines for such behavior helps employees make good decisions before communicating online. Published expectations also helps managers to (1) know what employees have been notified not to do, (2) understand the extent of permissible investigation using electronic resources, and (3) think about how to respond to particular problems from more of an “institutional” perspective and less from a “personal” one. The prospect of emotional managerial reactions should not be underestimated, particularly to public communication that often may be perceived as critical at a personal level. Many managers may also feel that their subordinates have superior “Web 2.0 savvy,” which may elevate managerial discomfort when presented with such problems. All risks associated with overreactions or poor reactions to such circumstances can be minimized by providing mangers with tools for responding. It is also essential, for employees and managers alike, to clarify expectations of privacy with respect to use of computers owned by the institution to access any Web 2.0 vehicle (or any other computer use, for that matter). Such clarity directly affects an institution’s rights to check/investigate what employees have done on their computers while at work, regardless of the nature of their interaction with the rest of the world.

(4)
“Silo Mentality” At the same time, because social media postings are in many ways just another form of communication, employees and managers alike often do not recognize that there may be a wide spectrum of permissible use or acceptable content in the eyes of their colleagues. Or, given the amount of publicity afforded to particular examples of alleged misuse of social media, employees or managers may remember one “legal ruling” and believe that it applies in all circumstances and to all employment situations (for instance, the New Jersey Supreme Court’s 2010 position that employee e-mail on personal accounts sent from employer-owned computers cannot be used against them by their employers).
 The resulting false sense of expertise can exacerbate disputes by leading managers or employees to think they already know how “everyone” would react or think about the appropriateness of a particular communication. 

(5)
Different virtual forums need different expectations: Generally speaking, there are two primary types of social media platforms: those hosted by the University, and those hosted by others. Efforts to govern employee use of social media should account for differences between the two. Platforms hosted by an institution generally require clearer rules and more content restrictions or monitoring control by the institution. By their nature, they exist to communicate with the public on behalf of the institution and thus directly affect its reputation. Platforms maintained by someone other than your institution have their own rules, which can vary substantially. Are your employees supposed to follow the particular host’s rules or those of the University, if any apply to such platforms? Does the forum raise possible public confusion about who is hosting the forum, increasing the risk that views expressed by University personnel will be interpreted as the institution’s views? A policy that answers these questions can help avoid or resolve disputes. 

(6)
Legal Obligations: There are several regulatory and statutory frameworks that bear on employee use of social media.
 One recent and far-reaching example is the National Labor Relation Board’s position advanced in a lawsuit that settled in early February 2011 regarding an employee’s Facebook criticisms of her supervisor and employer. The non-unionized employee’s posting, aimed at co-workers and friends, was arguably defamatory per se and did not mention any effort to organize a union. Yet, the NLRB took a firm position on employers’ social media policies and employers’ freedom to respond to employee social media use, which all employers must understand. Part of the NLRB’s attack was the argument that the employer’s policy that directed employees not to disparage their employer was unlawfully broad and stifling of such NLRA-protected speech. The settlement included revisions to the employer’s policy. The NLRB’s argument applies equally to all employers, not just unionized workforces, because every employee could be using Web 2.0 sources for organizing activity. Thus, blanket policy prohibitions against bad-mouthing the employer now raise the prospect of facing legal challenge. 

(7)
Set the right tone for your campus. Each campus has its own unique culture, to which drafters of a social media policy should work carefully to mold the content and tone of their rules. Obviously, it is not useful to set content restrictions for online/interactive communications that differ widely from such restrictions of similar communication in person or in writing (e-mails, memos, letters, etc.) Also, it is important to be mindful and, perhaps, to explicitly acknowledge First Amendment and academic freedom principles in setting restrictions. Perhaps just as important as what rules are established can be the tone of the policies themselves. Setting a tone that will “connect” with the intended audience maximizes the likelihood of compliance with the guidelines, which is the whole point.

(8)
Marketing may fill the “void”: As explained below, many social media guidelines are authored by “university relations” or “communications” offices as part of their efforts to advance various public relations agendas. These tend to use positive, encouraging language designed to increase creation and use of social media platforms on behalf of the institution. If there is no policy attempting to manage the risks inherent in creation or use of social media platforms, the only institutional statement regarding such issues may come from a marketing perspective.


B.
What Policies and Who Creates Them?


Institutions have developed many different methods of addressing these issues from a policy/guidelines perspective. The most common titles are “Social Media Policy” or “Social Media Guidelines.” Regardless of title, some of these statements provide explicit rules, restrictions, and limitations, while others seek not to create restrictions but to reinforce existing conduct policies and provide advice for using social media in a manner consistent with such existing policies. In addition, most institutions have developed other policies that bear on these issues, including policies regarding “computer use,” “computer code of ethics,” “electronics communications,” and “computer security.” Reflecting the slightly redundant nature of social media rules, some are created as an “appendix” to these types of existing policies. 

The variety of titles and approaches to these policies/guidelines reflect many factors, including the diversity of personnel that draft them. Authors can include university counsel, human resources specialists, IT personnel, or quite commonly university relations or communications personnel. Each administrative function has a distinct purpose in framing these policies. The choice of author commonly depends upon whether the rules apply to all employee use of social media platforms or only to such platforms sponsored by the institution itself. University-sponsored platforms are commonly designed to help the institution reach out to students, alums, and the public at large, often in a marketing or public relations capacity. As such, they are often developed by public relations or communications departments and, sometimes, read like PR pieces, encouraging personnel to create platforms, expressing openness about potential uses, and carefully describing limitations or risk of use.
 Policies that apply to use of all social media platforms, including those that are not sponsored by the institution itself, are often prepared by counsel or human resources personnel. These tend to identify potential risks of use of social media platforms and more openly alert employees to problems that such use can create.


Regardless of the approach a particular institution may take to addressing employee social media use, these policies benefit from collaborative efforts of counsel, IT, HR, and university marketing personnel.


C.
Social Media Policy Content

Below is a summary of many common substantive provisions of policies regarding employee and employer use of social media platforms.

(1)
Introductions/Examples of Institutional “Tone”

An illustration of the varied tones and approaches found in social media policy statements can be seen in the range of introductory commentary found within them. Examples include:

Social media are powerful communications tools that have a significant impact on organizational and professional reputations. Because they blur the lines between personal voice and institutional voice, [our institution] has crafted the following policy to help clarify how best to enhance and protect personal and professional reputations when participating in social media.
 
This [policy] is to promote responsible engagement and dialogue between employees and students, prospective students and/or constituents. Whether or not faculty and staff choose to create or participate in a blog, wiki, online social network or discussion is his or her decision. However, emerging online collaboration platforms are fundamentally changing the way faculty and staff work and how they engage with each other, students, and the public.

Don’t touch that enter key! Before you post content to any social-media outlet affiliated with the [institution], please take a moment to review our official guidelines.

We don’t mean to turn you off from blogging by immediately inundating you with legalese, but we need to make clear our respective rights and responsibilities related to this service. So, the President and Fellows of [institution] offer these blogging services (the “Services”) to you subject to the terms and conditions of use (“Terms”) contained herein. By accessing, creating or contributing to any blogs hosted at [institution], and in consideration for the Services we provide to you, you agree to abide by these Terms. Please read them carefully before posting to or creating any blog.

Common points of emphasis that emerge from review of these introductory statements include the importance of: (a) responsible use of an evolving medium; (b) institutional reputation; (c) personal responsibility for well-considered communication; and (d) writing that speaks to web-savvy audiences while also conveying the weight of legal considerations.

(2)
Scope of Policy 

As referenced above, social media policies tend to apply to employee use of either (a) all social media platforms relating to performance of job duties, or (b) only those platforms developed and managed directly by the institution itself. It is important to state this scope clearly, repeatedly, and directly. An example of each of these two types of policy statements follows:

All social media platforms:

This policy establishes the criteria and procedure for creating a University presence or participation on social media sites on behalf of the University . . . [which] includes (1) media sites established by the University on University-owned domains, (2) accounts on external sites such as Facebook, LinkedIn, Twitter, YouTube, etc on behalf of the University; and (3) personal accounts on external sites which are approved for use or participation by University employees as part of their job duties.


Only University-sponsored platforms:

The guidelines in this document are here to help inform your conduct while managing or interacting with a social media profile officially affiliated with [the University.] Note: Personal social media pages that include references to the University or links to groups affiliated with the University are NOT considered “officially affiliated” for the purposes of these guidelines.

Regardless of which approach is selected, nearly all policies explain that employee use of any social media platform for personal reasons while at work should be minimal: “personal use of University electronic resources to access social networking sites is to be limited to incidental use,” which “must not interfere with an individual’s performance of his/her assigned job responsibilities or someone else’s job performance or compromise the functionality of the department or campus network.”

(3)
Employee Use – General Advice
Nearly every policy includes a general statement of “common sense” tips for employee use of social media platform. For example, one policy advises: 
When using University electronic resources to access on-line social networks, University community members (academic staff, employees, students and others) are expected to act with honesty, integrity, and respect for the rights, privileges, privacy, sensibilities, and property of others.
 
Another set of guidelines explains:

If you wouldn’t put it on a flier, carve it into cement in the quad or want it published on the front of the Wall Street Journal, don’t broadcast it via social media channels.
 
Many policies also include a list of specific concepts and warnings, often presented as bullet points, that emphasize the importance of: (a) the permanent nature of online postings; (b) transparency regarding identity; (c) accuracy of facts; (d) respectful tone and language; (e) exercising discretion; (f) protecting personal identity; and (g) including disclaimer of institutional affiliation whenever posting in personal role.

(4)
Monitoring or Removing Content and “Privacy”

It is important for each policy/guideline to address the extent to which the institution can or will monitor social media platforms as well as the potential for the institution to use employees’ postings that may be found during such monitoring. For platforms sponsored by the institution, a reservation of complete discretion to monitor and remove offensive or inappropriate postings is common.
 For platforms hosted by others, references to institutional monitoring of use on the institution’s computers tends to be less direct.
 However, even in such situations, an institution may reserve the right to investigate, in response to complaints, profiles on social networking platforms and “use the information in informal or formal proceedings.”

Perhaps because these policies address institutional monitoring, they tend not to contain specific provisions regarding employees’ expectation of privacy for information they post on Web 2.0 applications. Rather, policies regarding social media often address the extent of privacy afforded to information posted on university-sponsored platforms.
 These types of provisions do, technically, apply to employees who post anything to those platforms, but they are not written to “speak” to employees about how information may become relevant for their employee/employer relationship. Instead, that issue is commonly addressed in “computer use” or “computer ethics” policy provisions that establish employee privacy expectations for all electronic communications that occur on institutional computer equipment. A thorough example includes:

Users should be aware that their use of Electronic Resources is not completely private . . . . The university may also monitor, access or modify the contents of Electronic Resources of individual users without notice, in circumstances where a senior official determines that it is necessary to do so. These circumstances are described in more detail in the Guidelines.
*

*

*

The university may monitor the activity and accounts of individual users of university computing resources, without notice, when (a) the user has voluntarily made them accessible to the public, as by posting to a blog or a web page; (b) it reasonably appears necessary to do so to protect the integrity, security, or functionality of university or other computing resources or to protect the university from liability; (c) there is reasonable cause to believe that the user has violated, or is violating, the Electronic Communications policy or guidelines; (d) an account appears to be engaged in unusual or unusually excessive activity, as indicated by the monitoring of general activity and usage patterns; or (e) it is otherwise required or permitted by law.

Because the extent of an employee’s privacy at work, under the law of most states, hinges on the expectations established by their employer, it would be prudent to include in social media policies at least a cross-reference to the institution’s general policy statement regarding the privacy of electronic communications. Adding some warning about employer access to such information can also help educate employees before they post anything and avoid disagreements.

(5)
University-sponsored Platforms

The substantive provisions of policy statements that govern employee use of social media platforms sponsored by the institution contain several common elements. Initially, many take great care to require institutional approval to create such a platform, define a process for obtaining approval, and identify particular individuals or offices that control that process. The “approvers” listed in policies vary substantially, including provosts, executive vice-presidents, presidential councils, department heads, and communication or marketing managers.
 Establishing an approval process is important to maintain consistency for the institutional “image” presented to the public by such platforms and to ensure awareness of the mere existence of all such platforms by a particular person or office. Consistent with these goals, such policy statements also explain requirements or guidelines for the appearance of such platforms (use of logo, consistent color schemes, etc.), and even the selection of the name of such platforms.

As mentioned above, university-sponsored platforms are almost always subject to heightened monitoring expectations as explained in these policies. Description of the institution’s right to monitor and remove content should be set forth explicitly and directly, such as:

You acknowledge that [university] does not pre-screen or regularly review posted content, but that it shall have the right to remove in its sole discretion any content that it considers to violate these Terms or the terms of any other campus user agreements that may govern your use of the campus networks.

Policies for such platforms also often include references to the importance of regular updating of information on the platforms and a requirement to identify a particular person responsible for that role.

(6)
Criticism of the Employer

Although often part of a policy relating to University-sponsored platforms, most institutions tread carefully when restricting employee comments that reflect negatively on the employer-institution. This has become all the more important in light of the recent NLRB position and litigation regarding employee criticism on Facebook and protections for such criticism as union-organizing activity. For example, one policy states:

If an employee . . . is using a University-affiliated social media presence to criticize or discredit the University, the employee will be asked to edit the offending material. In extreme cases the employee may be subject to enforcement of the IT Acceptable Use Policy.

Some institutions even encourage public debate regarding controversial issues pertaining to issues on campus, including:

Acceptable content may be positive or negative in context to the conversation, regardless of whether it is favorable or unfavorable to [the institution].
 
On the other hand, other campuses have adopted policies that more explicitly direct employees not to criticize their employer publicly, even on their own personal platforms, as follows:

Your personal social media account is not an appropriate place to distribute university News. If you have University information and news that you would like to announce to the public or media, please contact [university marketing and communications].

Avoid discussing or speculating on internal policies or operations . . .A healthy dialogue with constructive criticism can be useful but refrain from engaging in dialogue that could disparage colleagues, competitors, or critics. . . . Please refrain from reporting, speculating, discussing or giving any opinions on university topics or personalities that could be considered sensitive, confidential or disparaging.

It bears repeating that, in light of the NLRB’s position with respect to union-organizing activity and employees’ right to post negative comments on their person social media accounts, any statements restricting employee criticism of the institution raises potential for legal disputes and should be carefully reviewed.

(7)
Confidential Information
One universal directive in social media policies is the instruction that employees not post confidential data or other protected institutional information on social media platforms. The types of data referenced in such provisions include: (1) personnel information regarding subordinates or colleagues (such as disciplinary information); (2) information protected by FERPA or HIPPA; (3) proprietary information of others, such as information protected by copyright/trademark; or (4) the institution’s own proprietary information, such as logos.

(8)
Hiring

A relative minority of policies address the issue noted above relating to employer use of social media platforms to gather information about candidates for positions in the hiring process. Those that do seek to clearly define (1) the extent to which hiring decisions can be based upon information learned from any social media sites and (2) the risks inherent in doing so. The following is one example:

Use of social media sites for recruiting cannot be the only or primary source for recruiting as this may adversely impact the diversity of your applicant pool. These sites can be used to post information about an opportunity at the University; they should not be used to look for or screen applicants. Such action could violate principles of Affirmative Action if certain identifying information is gained.

If such information is allowed to be used, these provisions often establish mechanisms that must be used to (1) notify applicants of the intent to do so, (2) advise any applicant if information that has been found and will be used in evaluating their application, and (3) permit the applicant an opportunity to explain the information.
 It is also a good idea to include language cautioning recruiters against relying too heavily upon information from social media platforms as opposed to checking references, background checks, and in-person communication with applicants themselves.

Finally, to limit exposure to discrimination and retaliation claims, recruiters should use or not use social media research consistently. A policy provision emphasizing this concept could help avoid sporadic and potentially unfair (or perceived as unfair) searches or use of information obtained.

(9)
Disciplinary provisions 
As with any policy attempting to influence employee behavior, many social media guidelines include provisions regarding potential discipline for failures to adhere to the guidelines. Again, each institution should carefully consider the tone, definitiveness, and severity of provisions describing such potential discipline, ensuring that the provision is consistent with the culture on its particular campus. The following are examples of provisions adopted by some institutions:

Public Relations and Marketing is charged with the responsibility to monitor the University’s social media initiatives, counsel those who represent the University online on adherence to these policies, and take action to restrict or remove an employee’s ability to “publish” should efforts to correct the situation fail. If disciplinary action seems necessary, Human Resources shall be consulted and will determine an appropriate course of action for staff employees. For faculty, the appropriate dean or the Associate Provost shall be contacted and will determine an appropriate course of action.
 
Violations of the University’s policies on computing and electronic communications should be reported to the Director of Information Services or the Vice President for Human Resources. Violations will generally be treated in the same manner as violations of other University policies. If violations appear to constitute a criminal offense, as defined by local, state, or federal statutes, the appropriate authorities will be notified.

In the event that the university believes an employee has violated any part of this policy the university may suspend or terminate the employee’s access to electronic communications systems and equipment. In addition, violation of this policy may subject employees to disciplinary action, up to and including discharge from employment.

There is one area of official policy regarding social networking sites, and that is to exercise freedom of speech with responsibility. If activity on a social networking site is reported as violating campus policy as outlined in the [college] student handbook, it will be investigated and handled according to the college disciplinary process.
 
(10)
Cross-Referencing Existing Policies

In keeping with the concept that social media policies often restate existing policy rules regarding employee conduct in Web 2.0 context, many guidelines contain cross-references to existing policies. A particularly thorough example contains a separate “Existing Policies” subsection, which includes references and links to the institution’s policies regarding: (1) acceptable computer use, (2) copyright, (3) IT security, (4) personnel records and privacy, (5) privacy generally, (6) web site requirements and guidelines, (7) FERPA, (8) faculty and staff handbook, (9) student handbook, (10) procurement rules and contract manual.
 
(11)
Posting Photographs or Video
Pictures can be worth thousands (or perhaps gigabytes) of words, and photographs or videos posted on social media platforms present increased risks in many of the areas described above. Indeed, many reported decisions in this area involve social medial postings of images or video. At least one policy provides separate guidelines devoted to posting of photographs that highlights their potential volatility and sets the following guidelines: 
(1) Photos of children should not be posted without expressed consent from the parents. Even then such photos should be avoided; 

(2) Care should be taken not to post photos of individuals who would object. This may involve obtaining the appropriate permissions; 

(3) Photos posted on social networking sites must be appropriate. As a guideline, they should be photos that could be posted on the college’s official Web site. Examples of photos that should be avoided include but are not limited to: photos involving alcohol, nudity, medical and hospital patients, and graphic scenes; and 

(4) Appropriate photo credits should be given. Social networking sites still represent [the institution], and any agreed-to-credits must be maintained.
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