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INTRODUCTION

Traditionally, higher education institutions face liability for peer-to-peer sexual harassment and a challenge to or review of their sexual harassment policies in the following contexts: (1) an individual filing a Title IX complaint with the United States Department of Education's Office of Civil Rights (DOE-OCR); (2) an individual filing a lawsuit alleging sexual harassment - usually under Title IX;
 and (3) a compliance review initiated by DOE-OCR. In recent years, we have seen an expansion in each of these areas.


Individual Complaints.  In the past, Title IX complaints typically involved a student asserting that the harassing activity and the harm were occurring in the same geographic location.  Now, with complaints of cyber-harassment, we see cases where the harassing activity and the harm may occur in different geographic locations. 

Individual Lawsuits.  In order to recover on a Title IX claim against a school, the plaintiff needs to prove, among other things, that the school was “deliberately indifferent.”  Now, a plaintiff may be able to bring a comparable claim under more lenient state anti-discrimination laws.  For example, in a peer-to-peer harassment case, the New Jersey Supreme Court rejected the Title IX “deliberate indifference” standard, finding that the same standard should apply in the workplace and in the school setting.
  The Court stated:  “There is no need to impose a separate standard because the discrimination is in a school. Additionally, there are substantial differences in scope between the [applicable state anti-discrimination law] and Title IX, and the Title IX standard is more burdensome than the [applicable state anti-discrimination law] test.  It would be unfair to impose a more onerous burden on aggrieved students than on aggrieved employees.”  Practitioners should also be aware of a problematic new standard that has been applied in the Tenth Circuit (discussed below). It would ostensibly replace the actual knowledge requirement under the deliberate indifference standard with a framework that would allow Title IX liability where an off-campus student assault “is caused by an official policy” of the institution.  
Compliance Reviews. Title IX compliance reviews have been conducted for the most part by the U.S. Department of Education.  In 2004, the U.S. Government Accountability Office (GAO) noted that the federal funding agencies that make the most sizable grants to STEM research in higher education -- that is, the National Aeronautics and Space Administration  (NASA), the Department of Energy (DOE) and the National Science Foundation (NSF) -- have not engaged in adequate  monitoring and enforcement activities to ensure that grant recipients do not discriminate on the basis of gender.   The GAO reminded the federal funding agencies that they must perform proactive compliance reviews (and not only complaint driven reviews) of their STEM grantees with respect to Title IX.  As a result, in recent years schools have seen an increase in the number of Title IX compliance reviews conducted by funding agencies.
Not only have we seen an expansion of the above, but the cases no longer involve just the "typical" physical or verbal harassment.  We are in a new age of electronic harassment.  This paper will explore the growth of electronic harassment (e.g., cyber-bullying) on our campuses and elsewhere and will share some tips on how to address this troubling trend.
overview of title ix liability standards and applicable legal principles

“Title IX” claims for sexual harassment arise under Title IX of the Education Amendments of 1972.  The relevant portion of Title IX provides:

No person in the United States shall, on the basis of sex, be excluded from participation in, denied the benefits of, or be subjected to discrimination under any education program or activity receiving federal financial assistance.

20 U.S.C. §1681(a).  Because Congress passed Title IX under its Spending Clause powers, the statute essentially creates a contract between the federal government and the recipient.  It conditions “an offer of federal funding on a promise by the recipient not to discriminate.”  Gebser v. Lago Vista Independent School District, 524 U.S. 274, 286 (1998).
Congress must speak “unambiguously” in Spending Clause legislation to ensure that the recipient “voluntarily and knowingly accepts the terms of the contract.”  Pennhurst State School and Hospital v. Halderman, 451 U.S. 1, 17 (1981).  Because the Court’s central concern is ensuring that Title IX recipients incur an award of damages only when they knowingly accepted the potential liability, liability can attach for peer-on-peer sexual harassment only in “certain limited circumstances.”  Davis v. Monroe County Board of Education, 526 U.S. 629, 643 (1999).   Courts applying Davis have observed that the “compass of facts supporting liability . . . is narrow and heavily qualified.”  Bryant v. Independent School District No. I-38, 334 F.3d 928, 938 (10th Cir. 2003) (Tacha, J. concurring).  Most significantly the scope of peer-on-peer sexual harassment claims permitted under Title IX have different elements of proof than claims arising under Title VII of the Civil Rights Act of 1964

A. 
The Traditional Title IX Framework Under Davis

The Supreme Court has defined the elements of a claim for peer-to-peer harassment.  Those elements are: (1) that the recipient had actual knowledge of, and; (2) was deliberately indifferent to; (3) harassment that was so severe, pervasive and objectively offensive that it; (4) deprived the victim of access to educational benefits or opportunities.  Murrell v. School District No. 1, 186 F.3d 1238, 1246 (10th Cir. 1999).  The courts have recognized these elements must be applied in light of the particular educational environment.  Thus, when considering whether Title IX liability exists, courts will consider the realities of controlling student behavior at institutions of higher education.

1. 
Context Matters

The recipient cannot be liable unless it “exercises substantial control over both the harasser and the context in which the known harassment occurs.”  Davis, 526 U.S. at 645.  The Court has observed that what might be sexual harassment in one setting might not be harassment in another.  In each instance, the recipient’s potential liability “depends on a constellation of surrounding circumstances, expectations, and relationships.”  Davis, 526 U.S. at 651.  In evaluating those circumstances, one thing is certain, which is that universities do not exercise the “same degree of control over its students that a grade school would.”  Davis, 526 U.S. at 649.  

2. 
Only Unwelcome Sexual Conduct is Sexual Harassment 

Sexual harassment is a form of discrimination.  Conduct falls within the definition of sexual harassment only where it is “so severe, pervasive, and objectively offensive that it can be said to deprive the victims of access to the educational opportunities or benefits provided by the school.”  Davis, 526 U.S. at 651.  The harassment must “so undermine and detract” from the educational experience that it “effectively denie[s] equal access to an institution’s resources and opportunities.”  Davis, 526 U.S. at 652.

For college students, liability for sexual harassment attaches only to “unwelcome” sexual conduct.  Meritor Savings Bank FSB v. Vinson, 477 U.S. 57, 65 (1986).  The anti-discrimination laws also fail to reach discrimination that is not “on the basis of sex,” even if that conduct is otherwise inappropriate or even illegal.  20 U.S.C. §1681(a).  For these reasons, the courts have not applied Title IX to university students’ voluntarily sexual conduct, even when they have overindulged in alcohol or drugs.  Benefield v. Board of Trustees of the University of Alabama, 214 F.Supp.2d 1212, 1227-28 (N.D. Ala. 2002).

3. 
Actual Knowledge Means Actual Knowledge
The Court rejected Title IX liability based upon agency and allows a case to proceed only if the recipient itself caused the sexual harassment through its deliberate indifference.   In Gebser, a student asked the Court to determine that a school district was liable for a teacher’s harassment.  She proposed that she could recover damages through either vicarious liability or constructive notice.  Gebser, 524 U.S. at 282-283.  

The Court rejected vicarious liability because Title IX does not incorporate agency principles.  Gebser, 524 U.S. at 283.  The Court rejected constructive notice because Title IX does not premise liability on what a recipient “should have known.” Davis, 526 U.S. at 642.  Negligence has no place in a statutory scheme that allows  damages only where the recipient “itself intentionally acted in clear violation of Title IX by remaining deliberately indifferent to acts of  harassment of which it had actual knowledge.”  Davis, 526 U.S. at 642 (emphasis added).  

Significantly, however, there is no single person in the institution who must possess actual knowledge of the harassment.  Damages will not lie under Title IX unless “an official who, at a minimum, has authority to address the alleged discrimination and to institute corrective measures on the recipient’s behalf” receives notice.  Gebser, 524 U.S. at 290.  Title IX allows liability only where an official’s knowledge of misconduct and control over the offender are “sufficiently close to reflect [the governing body’s] intentional discrimination” if it does not undertake remedial action.  Rosa H. v. San Elizario Independent School District, 106 F.3d 648, 660 (5th Cir. 1997) (cited in Murrell, 186 F.3d at 1247).  Stated more directly, the person with knowledge must be “sufficiently high up in the chain of command” that his inaction can be deemed an official decision to permit ongoing harassment.  Baynard v. Lawson, 112 F.Supp.2d 524, 532 (E.D. Va. 2000).

4. 
Factual Correspondence is Necessary

Not only must the recipient have actually known of prior sexual harassment in its programs, the evidence must demonstrate factual correspondence between the prior harassment and the later harassment on which the plaintiff bases her lawsuit.  If the “prior incidents were too dissimilar, to infrequent and/or too distant in time,” Title IX liability cannot exist.  Escue v. Northern Oklahoma College, 450 F.3d 1146, 1153 (10th Cir. 2006).  For this reason, sexual assault victims cannot claim that improper consensual relationships or verbally inappropriate conduct served as actual notice of potential sexual assault.  Escue, 450 F.3d at 1154.  A Title IX plaintiff must prove “actual knowledge of misconduct, not just actual knowledge of the risk of misconduct.”  Delgado v. Stegall, 367 F.3d 668, 672 (7th Cir. 2004).  Knowing the general risk that some students will harass other students does not create actual notice.  “Obviously, a school’s officials know in a general sense that there is a risk that one or more of its [students] will harass a student sexually, even if no such incident has ever occurred in the school.”  Delgado, 367 F.3d at 672. 

Realizing that the Court closely links a recipient’s Title IX liability to actual notice, the Fourth Circuit held that “Title IX liability may be imposed only upon a showing that [appropriate] officials had actual knowledge of the discriminatory conduct in question.”  Baynard v. Malone, 268 F.3d 228, 238 (4th Cir. 2001) (emphasis in original).  It refused to allow Title IX liability to be “satisfied by actual notice of a substantial risk of ongoing sexual abuse.”  Id. at 237-38.  Similarly, in a case where a plaintiff claimed that one fraternity member sexually assaulted her, the Eighth Circuit also determined as  a matter of law that “student-on-student sexual abuse allegedly perpetrated by [other] fraternity brothers at locations [other than where the plaintiff’s assault occurred] fails to satisfy the known acts requirement..  Ostrander v. Duggan, 341 F.3d 745, 751 (8th Cir. 2003).
5. 
Deliberate Indifference Allows for a Variety of Responses

Once an appropriate official knows that sexual harassment is occurring in the recipient’s programs, Title IX does not charge the recipient with taking any particular remedial action.  The Court concluded that victims of student-on-student harassment do not have a “Title IX right to make particular remedial demands.”  Davis, 526 U.S. at 648.  Responding to arguments that Davis would require schools to remedy sexual harassment by imposing strict codes of conduct, Justice O’Connor explained that Title XI does not require recipients to “ensure that students conform their conduct to certain rules.” Davis, 526 U.S. at 648.  

Deliberate indifference makes sense because it ensures that a recipient will be held liable only for its “own decision to remain idle in the face of known student-on-student harassment in its schools.” Davis, 526 U.S. at 641 (emphasis in original).   Applying this standard, the Tenth Circuit allows Title IX liability to attach where the evidence shows that an official “made a conscious decision to allow discrimination in its schools.”  Murrell v. School District No. 1, 186 F.3d 1238, 1246 (10th Cir. 1999).   Liability is also appropriate when “administrators who have a duty to provide a nondiscriminatory educational environment for their charges are made aware of egregious forms of discrimination and make the intentional choice to nothing about it.”  Bryant v. School District No. 38, 334 F.3d 928, 933 (10th Cir. 2003). To reflect the high burden of proving deliberate indifference, liability exists only “where the recipient’s response to the harassment or lack thereof is clearly unreasonable in light of the known circumstances.”  Davis, 526 U.S. at 648.  A plaintiff may demonstrate that a recipient’s actions were clearly unreasonable where officials know that their responses have been “inadequate and ineffective.”  Escue, 450 F.3d at 1155.  

B. 
The “Official Policy” Theory of Liability – Simpson v. University of Colorado

The University of Colorado was sued after two female students alleged they were sexually assaulted at an off-campus party.  They alleged the assaults were perpetrated by football recruits who were visiting the University of Colorado and were being hosted by members of the football team.  

The trial court applied traditional Title IX law to grant summary judgment.  It held that Title IX required Plaintiffs to show that the University:  (1) had “actual knowledge of sexual harassment of female CU students by football players and recruits as a part of the football recruiting program;” (2) was “deliberately indifferent to this known sexual harassment;” and thereby (3) “caused” the Plaintiffs’ harassment.  Simpson v. University of Colorado, 372 F.Supp.2d 1229, 1234 (D. Colo. 2005).  The court granted summary judgment after holding that the record could not support a finding on any of these grounds.  Simpson, 372 F.Supp.2d at 1245.  

The Tenth Circuit reversed summary judgment, without disturbing the district court’s conclusion that the University lacked actual knowledge of the sexual harassment in question.  Without citation to any Tenth Circuit precedent, the panel wrote that it did “not think that the notice standards established for sexual harassment claims in Gebser and Davis necessarily apply in this circumstance.”  Instead, it replaced the actual knowledge requirement with a framework that would allow Title IX liability where an off-campus student assault “is caused by an official policy” of the institution.  And, borrowing from case law involving municipal liability under 42 U.S.C. § 1983, the Tenth Circuit held that such an “official policy” could be one of  “deliberate indifference to providing adequate training or guidance that is obviously necessary for implementation of a specific program or policy of the recipient.”  
The Tenth Circuit seized upon one sentence from Gebser, in which Justice O’Connor stated that its requirements apply in “cases like this one that do not involve official policy of the recipient entity.”  Though Gebser “did not elaborate on what it meant by ‘involve official policy,’” the Panel believed its “essence” was to engraft onto Title IX the standards “regarding the imposition of liability of municipalities under 42 U.S.C. § 1983 for civil-rights violations.” Because the Tenth Circuit saw the evidence as sufficient to support the conclusion that the University had an “official policy” of showing recruits “a good time,” and that this “policy” in turn contributed to the assaults against Ms. Simpson and Ms. Gilmore, it found that Gebser’s actual knowledge requirement no longer applied.  

Under its view of Title IX, once there was a link to an “official policy,” the Tenth Circuit stated that the “central question in this case is whether the risk of such an assault during recruiting visits was obvious.”  The Tenth Circuit then explained the types of events that might suffice to demonstrate that the “risk [of sexual assault] during a recruiting visit was obvious,” such that the University might be liable if it failed to “provide adequate training or guidance.”  Among other things, the Tenth Circuit pointed to “articles . . . in various mainstream news publications between 1983 and [January 2005]” discussing “the association of sexual misconduct with college football programs.”  After reviewing these news “reports not specific to CU” and past incidents that were insufficient for it to conclude the University had “actual knowledge” of prior harassment in recruiting, the Panel reversed summary judgment on the grounds that a jury could find that [the former football coach] was deliberately indifferent to “the need for more or different training of player-hosts.” 

The Tenth Circuit’s opinion in Simpson remains a legal anomaly.  As of February of 2011, no other federal trial court or circuit court has applied the “official policy” theory of liability to a claim of peer-on-peer sexual harassment.  The courts that have been asked to apply Simpson have declined to do so, even within the Tenth Circuit.  
C. 
Applying the Title IX Framework to Peer-to-Peer Electronic Harassment

In September of 2007, the National Association of Attorneys General (NAAG) Task Force on School and Campus Safety released a report that includes specific recommendations that address certain school safety issues. Recommendations from the Task Force included a recommendation for states to "continue to implement and expand bullying prevention measures, including cyber bullying."The report stated, "Bullying was recognized as an important issue in examining school violence.  The growth in the use of technology and social networking sites by younger Americans has fueled a fear among professionals that cyber-bullying will become the means most often utilized to harass, threaten or otherwise cause distress.”
1. 
Cyber-Bullying Defined
Most states have laws that prevent cyber-stalking, and many states have either passed or proposed laws that are specifically targeted at cyber-stalking.  http://www.cyberbullying.us/Bullying_and_Cyberbullying_Laws.pdf .  Although the definitions used in these laws vary from state to state, the general concept of cyber-bullying encompasses hazing or harassment by any verbal, textual or graphic communication that is created or transmitted through any electronic device, including computers, cellular telephones, text messaging devices and personal digital assistants.  For the purpose of this paper, we will assume that cyber-bullying “on the basis of sex” may fall within  Title IX’s prohibitions.

In considering the nature and extent of actionable cyber-bullying, however, university counsel should not lose sight of the fact that the “severity” and “pervasiveness” requirements continue to exist.  In particular, Davis recognized that students will engage in conduct that adults would find unacceptable. Id. In the school setting:

[S]tudents often engage in insults, banter, teasing, shoving, pushing, and gender-specific conduct that is upsetting to the students subjected to it. Damages are not available for simple acts of teasing and name-calling among school children, however, even where these comments target differences in gender. Rather, in the context of student-on-student harassment, damages are available only where the behavior is so severe, pervasive and objectively offensive that it denies its victims the equal access to education that Title IX is designed to protect.

Davis, 526 U.S. at 651-52.

2. 
Cyber-Bullying and “Substantial Control”

In Davis, the Court stated that “deliberate indifference makes sense as a theory of direct liability under Title IX only where the funding recipient has some control over the alleged harassment. A recipient cannot be directly liable for its indifference where it lacks the authority to take remedial action.”  Davis, 526 U.S. at 645. “[T]hese factors combine to limit a recipient's damages liability to circumstances wherein the recipient exercises substantial control over both the harasser and the context in which the known harassment occurs.” Davis, 526 U.S. at 645.

The courts have paid close attention to the “substantial control” and “remedial action” requirements.  For example, a court determined that the University of Louisville would not be liable for a sexual assault that occurred in connection with a “study abroad” program where the perpetrator “was not a student at U of L or an employee. He was a resident of Portugal whose only connection to the school was that he ate dinner at a restaurant near U of L's dormitory. He was not subject to the university's rules or disciplinary procedures; and therefore, unlike the university's own students, Pedro could not be disciplined by U of L in any way.”  Mattingly v. Univ. of Louisville, CIVA 3:05CV393 H, 2006 WL 2178032 (W.D. Ky. July 28, 2006).  In contrast, another court rejected a school district’s assertion that it could not be held liable where “the alleged conduct occurred during a voluntary football camp, which was not held on [the high school’s] campus and which occurred during the summer before school was in session.”  Roe ex rel. Callahan v. Gustine Unified Sch. Dist., 678 F. Supp. 2d 1008, 1025 (E.D. Cal. 2009).  Sufficient control existed because “the  football camp was sponsored and promoted by Gustine High School, its football coaches and administrators, was a core part of Gustine High's football program, and was under the supervision of Gustine High teachers and/or football coaches.”Roe, 678 F.Supp.2d at 1025.

Where cyber-bullying occurs, an institution may have a potential defense if it was occurring outside of school hours and occurred through the use of electronic media beyond the institution’s control.  For institutions of higher education, however, there may be two factors that could establish the requisite degree of control: (1) if the cyber-bullying occurs through electronic media under the college or university’s control, such as through e-mail accounts provided to students; and (2) in contrast to K-12 districts, institutions of higher education often assert disciplinary jurisdiction over off-campus conduct.  If the institution’s disciplinary code governs conduct occurring outside of the educational environment, a college or university may possess sufficient “authority to take remedial action” to trigger Title IX liability.

3. 
OCR Guidance

On October 26, 2010 the United States Department of Education, Office of Civil Rights issued a “Dear Colleague” letter addressing anti-bullying policies and emphasizing that conduct, including cyberbullying, may violate not only a school’s anti-bullying policy but also federal law. http://www2.ed.gov/about/offices/list/ocr/letters/colleague-201010.pdf

 Although the letter focused on K-12 schools, it states that “the legal principles also apply to postsecondary institutions covered by the laws and regulations enforced by OCR.“  The letter outlines an institution’s responsibilities regarding harassment and provides examples of behavior that implicates federal statutes. 

The guidance provides hypothetical examples regarding student harassment, some of which involved elements of cyber-bullying, such as:

 Shortly after enrolling at a new high school, a female student had a brief romance with another student. After the couple broke up, other male and female students began routinely calling the new student sexually charged names, spreading rumors about her sexual behavior, and sending her threatening text messages and e‐mails. One of the student’s teachers and an athletic coach witnessed the name calling and heard the rumors, but identified it as “hazing” that new students often experience. They also noticed the new student’s anxiety and declining class participation. The school attempted to resolve the situation by requiring the student to work the problem out directly with her harassers. 

In the commentary following this hypothetical, the OCR noted that sexual harassment can include conduct such as touching of a sexual nature; making sexual comments, jokes, or gestures; writing graffiti or displaying or distributing sexually explicit drawings, pictures, or written materials; calling students sexually charged names; spreading sexual rumors; rating students on sexual activity or performance; or circulating, showing, or creating e‐mails or Web sites of a sexual nature.

In another example, the OCR described the following situation as potentially giving rise to Title IX liability.

 Over the course of a school year, a gay high school student was called names (including anti‐gay slurs and sexual comments) both to his face and on social networking sites, physically assaulted, threatened, and ridiculed because he did not conform to stereotypical notions of how teenage boys are expected to act and appear (e.g., effeminate mannerisms, nontraditional choice of extracurricular activities, apparel, and personal grooming choices). As a result, the student dropped out of the drama club to avoid further harassment. Based on the student’s self‐identification as gay and the homophobic nature of some of the harassment, the school did not recognize that the misconduct included discrimination covered by Title IX. The school responded to complaints from the student by reprimanding the perpetrators consistent with its anti‐bullying policy. The reprimands of the identified perpetrators stopped the harassment by those individuals. It did not, however, stop others from undertaking similar harassment of the student. 
The OCR noted that the school had an obligation to take immediate and effective action to eliminate the hostile environment, which would include the conduct effectuated through social networking sites.  By responding to individual incidents of misconduct on an ad hoc basis only, the school failed to confront and prevent a hostile environment from continuing. In the OCR’s analysis, had the school recognized the conduct as a form of sex discrimination, it could have employed the full range of sanctions (including progressive discipline) and remedies designed to eliminate the hostile environment. 


What is most interesting about the OCR Guidance is that it did not address any cases of pure cyber-bullying, which may lie beyond the institution’s ability to remedy.  The inclusion of cases that have an element of cyber-bullying, however, suggest that the OCR would take this conduct into account in determining whether an institution has met its Title IX obligations.

Examples of Harassment in the Social Media Context
In February 2011, "CollegeACB.com" contained thousands of anonymous posts relating to campus life across the country.  Since its founding in 2008, CollegeACB.com has become notorious for trafficking in character assassinations -- digital graffiti by anonymous users that leave the innocent bystanders, not their loose-lipped assailants, fighting to protect their privacy and reputations. 
  The website hosts message boards for more than 560 colleges and gets 25 million visitors each month and has attracted a great deal of criticism from colleges, parents, and students.  Similar to the infamous and now-defunct "juicycampus.com,"
 CollegeACB.com pledges to give students at hundreds of individually-named schools “a place to vent, rant, and talk to college peers in an environment free from social constraints and about subjects that might otherwise be taboo.”


Those socially taboo subjects would include discussions regarding the biggest "slut" on any particular campus, who is gay or lesbian, or whose body is particularly appealing.  A recent post on CollegeACB.com, for example, listed seventeen of the “hottest freshman at Tulane” by name (all female) and was followed by others suggesting that a named student had “nice titties” and that one poster “would do dirty things to all” of the young female students.
   A separate recent discussion offered a similar critique of a named female student at the University of Illinois and included links to several pictures of the young woman in a bikini.
  One follow-up commentator called the young woman the “finest Asian bitch ever” and a second suggested that he would “tittyfuck her till my dick fell off.”
  A third recent thread named yet another female student at the University of Illinois, hinted that she had a sexually transmitted disease, and suggested that others who had “hooked up” with the female student or her “slutty clique” be tested for chlamydia.
  It is no wonder that one fed-up critic suggested that the website was simply “a compilation of degrading, demoralizing, slanderous attacks mostly on young girls.”


CollegeACB.com is but one example of the many internet-based ways students can harass fellow students.  What may once have been scrawled on a bathroom wall in a lecture hall by an angry ex-boyfriend is now posted on the web to millions of people around the world.  The comparison with bathroom walls falls flat, in fact, because bathroom walls lack the capacity to contain the huge amounts of graphic, often sexual, information and links to personal photographs on social media websites.   

Discussion of Recent Cases and Potential Liability
One might think that wronged students -- those who would sue for harassment, privacy violations, defamation, or intentional infliction of emotional distress based upon such posts -- would be able to bring actions against both the anonymous posters and the websites themselves.  But anonymous posters, as websites like collegeacb.com promise, can be difficult to trace.  Moreover, if traceable, some courts protect anonymity and may require that plaintiffs show sufficient evidence of the elements of a particular cause of action before allowing a lawsuit to proceed.  Finally, anonymous student posters are likely not deep pockets of interest.

The websites, the second possible group of defendants, have even stronger protection.  Federal law, as it currently stands, generally protects websites from lawsuits if the offensive comment originated with a person unaffiliated with the website.  The more receptacle-like the website, the less likely there will be website liability. The protective law, a section of the Communications Decency Act,
 was written to help stimulate the development of the internet and, as part of that effort, to shield internet service providers and websites from liability for comments over which they had no control.
 

This, of course, forces plaintiffs who have been wronged on the internet to look for other potential defendants and, just like the parents of Tyler Clemente,
 many may explore university liability for internet posts by students and others.

A.
A Survey of Recent Cases 
Because the websites cited above and related social media are relatively new, decided cases are scarce, but those that do exist may hint at the tip of a potential iceberg.  We note that neither Title IX nor Title VII constrains claims of sexual harassment to conduct that has occurred face-to-face.  To the contrary, the case law developing under Title VII is replete with cases of sexual harassment that included electronic communications. See, e.g., Howington v. Quality Rest. Concepts, LLC, 298 F. App'x. 436, 445 (6th Cir. 2008) (determining that employee presented viable claim for sexual harassment for conduct that included text messages threatening to fire employee if she didn’t have sex with supervisor); Leu v. Embraer Aircraft Maint. Services, Inc., 2010 WL 1753616 (M.D. Tenn. Apr. 30, 2010) (finding viable claim of sexual harassment where acts of conduct in included “provocative text messages” and, “pornographic video messages”); but see, Sauerhaft v. Bd. of Educ., Hastings-on-Hudson Union Free Sch. Dist., 2009 WL 1576467 (S.D.N.Y 2009) (no liability for defendant school district where e-mails sent by one student to another student on the school’s email system were offensive, but failed to constitute harassment which was so severe and pervasive as to bar the receiving student from access to an educational opportunity).
In another recent case, a college student sued for Title IX violations and negligent retention and supervision, claiming that her coach, among alleged physical behaviors, posted what the court described as awkward photos of the team with the statement “[n]ow I have your butt on my camera” and sent her various suggestive text messages.
  In a different case, a student brought an intentional infliction of emotional distress claim against his school when internet posts by university officials in conjunction with a student murder, he argued, defamed him.
  Those colleges that do take action against internet-based behavior may find themselves defendants anyway; a third student unsuccessfully brought a lawsuit against his university after officials there sanctioned him for allegedly “persistently harass[ing] and threaten[ing] his ex-girlfriend through email and social networking sites . . . .”
  

Cases decided outside of the student context include a hostile work environment claim brought by community college employees after a professor allegedly sent what the court called “three racially charged emails” over a distribution list to fellow employees.
  And there is a mention in a professor’s discrimination case of upsetting Facebook posts allegedly made by a student while using a university computer and an alleged failure by the university to respond.

A case in the high school context more directly hints at potential liability.  There, a student sued the school district and others after fellow students allegedly posted offensive and threatening comments on the plaintiff-student’s web-based “guest book,” including “[f]aggot, I’m going to kill you” and “I will personally unleash my manseed in those golden brown eyes.”  The threatened student’s family alerted the school district, but the school district allegedly did not take action against the posters.  After the threatened student withdrew, the school’s newspaper is said to have reported the plaintiff-student’s new address and named his new school.  The plaintiff-student’s action included claims of defamation, intentional infliction of emotional distress, and a claim based on California’s hate crime law.  In the reported opinion, a California appeals court affirmed the trial court’s denial of a special motion to strike brought by one of the student-defendants.
  
B. 
The Intersection of Cyber-Bullying and the First Amendment
Based on the OCR guidance, it would appear that the following fact situation, taken directly from J.C. ex rel. R.C. v. Beverly Hills Unified Sch. Dist., 711 F. Supp. 2d 1094, 1098-99 (C.D. Cal. 2010), might implicate Title IX. 

Student A and several other students gathered at a local restaurant.  While at the restaurant, Student A recorded a four-minute and thirty-six second video of her friends talking. The video was recorded on Student A’s personal video-recording device. The video shows Student A’s friends talking about a classmate of theirs, Student B. One of Student A’s friends calls Student B a “slut,” says that Student B is “spoiled,” talks about “boners,” and uses profanity during the recording.  Student A’s friend also says that Student B  is “the ugliest piece of shit I've ever seen in my whole life.”  

In the evening on the same day, Student A posted the video on the website “YouTube” from her home computer. . While at home that evening, Student A contacted 5 to 10 students from the School and told them to look at the video on YouTube. She also contacted Student B and informed her of the video. 

The next day, Student A overheard 10 students discussing the video on campus. Student B was very upset about the video and came to the School with her mother so they could make the School aware of the video. Student B spoke with a school counselor about the video. She was crying and told the counselor that she did not want to go to class. Student B said she faced “humiliation” and had “hurt feelings.” The counselor spent roughly 20-25 minutes counseling Student B and convincing her to go to class.  Student B did return to class, and the record indicates that she likely missed only part of a single class that morning. 


The school disciplined Student A by suspending her for two days. However, Student A successfully sued the school district claiming the suspension was a violation of her First Amendment rights under 42 U.S.C. § 1983.  The court applied the standard articulated in Tinker v. Des Moines Independent Community School District, 393 U.S. 503, 89 S.Ct. 733, 21 L.Ed.2d 731 (1969), that a school may regulate a student's speech or expression if such speech causes or is reasonably likely to cause a “material and substantial” disruption to school activities or to the work of the school. J.C. ex rel. R.C.  at 1100.


The court stated:
For the Tinker test to have any reasonable limits, the word “substantial” must equate to something more than the ordinary personality conflicts among middle school students that may leave one student feeling hurt or insecure. Likewise, the Court finds that the mere fact that a handful of students are pulled out of class for a few hours at most, without more, cannot be sufficient. Tinker establishes that a material and substantial disruption is one that affects “the work of the school” or “school activities” in general. See Tinker, 393 U.S. at 509, 514, 89 S.Ct. 733. Thus, while the precise scope of the substantial disruption test is still being sketched by lower courts, where discipline is based on actual disruption (as opposed to a fear of pending disruption), the School's decision must be anchored in something greater than one individual student's difficult day (or hour) on campus.  

J.C. ex rel. R.C. at 1119.


The court further stated:

Unlike in the many cases in which courts have found a substantial disruption . . . J.C.'s video was not violent or threatening. There was no reason for the School to believe that C.C.'s safety was in jeopardy or that any student would try to harm C.C. as a result of the video. Certainly, C.C. never testified that she feared any type of physical attack as a result of the video. Instead, C.C. felt embarrassed, her feelings were hurt, and she temporarily did not want to go to class. These concerns cannot, without more, warrant school discipline. The Court does not take issue with Defendants' argument that young students often say hurtful things to each other, and that students with limited maturity may have emotional conflicts over even minor comments. However, to allow the School to cast this wide a net and suspend a student simply because another student takes offense to her speech, without any evidence that such speech caused a substantial disruption of the school's activities, runs afoul of Tinker.  J.C. ex rel. R.C. at 1117.


Although it did not explicitly touch upon the issue, the opinion is significant because it suggests that off-campus conduct, including cyber-bullying, may be sufficient to initiate disciplinary action when it has caused a substantial and material disruption of the school’s activities.  This is consistent with a recent case from the Third Circuit which determined that a school district could take discipline against a student who created a fake profile of the school’s principal suggesting that he was a sex addict and a pedophile.  J.S. ex rel. Snyder v. Blue Mountain Sch. Dist., 593 F.3d 286, 290 (3d Cir. 2010), reh'g en banc granted, opinion vacated (Apr. 9, 2010).  When initially considering the case, which is now the subject of an en banc rehearing, the Third Circuit stated noted that “technological advances” had allowed the fake profile to be viewed by a significant number of students and that “off-campus speech that causes or reasonably threatens to cause a substantial disruption of or material interference with a school need not satisfy any geographical technicality in order to be regulated pursuant to Tinker.”J.S. ex rel. Snyder, 593 F.3d at 300-01 (3d Cir. 2010).


These cases reinforce that educational institutions, and in particular institutions of higher education, are going to have to walk a fine line in cases that involve an element of cyber-bullying.  Actions that courts deem to be too infringing upon speech are likely to be stricken down as violative of the First Amendment.  On the other hand, when student conduct is sufficiently pervasive or severe that it rises to actionable sexual harassment, a First Amendment challenge is likely to fail.  See e.g. DeJohn v. Temple University, 537 301, 317 (3rd Cir. 2008) (striking code of student conduct that did not have “any requirement akin to a showing of severity or pervasiveness that is, a requirement that the conduct objectively and subjectively creates a hostile environment or substantially interferes with an individual's work”); Saxe v. State Coll. Area Sch. Dist., 240 F.3d 200, 209 (3d Cir. 2001)(stating that “preventing discrimination in the workplace -- and in the schools -- is not only a legitimate, but a compelling, government interest”).

SUGGESTED best practices

A. 
Training And Education
Training and education must take place in order to ensure that:  (i) employees and agents involved in carrying out the school’s anti-harassment policies know how to respond appropriately, and (ii) students are adequately on notice of conduct violating university policy.  Training and educating students regarding cyber-harassment, new media, and the like is particularly important considering that some students may not aware that their conduct is violating university policy.  Schools should consider offering their students - especially their incoming students - trainings, workshops and discussion groups that address harassment and privacy issues in the context of the campus community.  It may also be helpful to educate students on applicable state laws relating to harassment and privacy.  

B. 
Learn from Violations 

In the context of emerging technologies, it is impossible to predict all of the ways harassing conduct might occur.  Accordingly, once a school identifies a new form of harassment, it should consider providing awareness training and education to students to in an effort to reduce future occurrences.  It should also consider implementing protective measures to prevent repeated circumstances.
C. 
Review Your Anti-Harassment Policies
University policies should be reviewed to determine whether they do the following:
· Effectively cover a student engaging in harassment conduct off campus that harms another student on campus, or vice versa.
· Effectively cover cyber-harassment, cyber-stalking, the making of recordings without consent, and the like.  Some schools have a policy that defines harassment broadly, without specifically referring to cyber-harassment.  Other schools specifically reference such conduct in their policies or student conduct code.  (For example, "making or attempting to make an audio or video recording of any person(s) on University premises in bathrooms, showers, bedrooms, or other premises where there is an expectation of privacy with respect to nudity and/or sexual activity, with the knowledge and consent of all participants subject to such recordings.")
· Address how the harassment investigator will gather information from off-campus sources, to the extent it becomes necessary.
Address First Amendment requirements (especially state institutions) in the context of cyber-harassment.  For example, monitor how courts in your jurisdiction have interpreted the “substantial disruption” standard set forth in Tinker v. De Moines Independent Community School District, 393 U.S. 503 (1969). 
  Federal district courts have reached varying outcomes regarding when a school’s student conduct code standards rather than general First Amendment principles govern in online student speech cases.  Federal district courts have also reached varying outcomes on the extent to which schools may regulate cyber-speech created off campus. 
D. 
Coordinate with Your Information Technology Office.  

Coordinate with your school’s IT Office to gain an understanding of what information can and cannot be preserved on your school’s servers in the event such preservation becomes necessary in a school investigation or disciplinary proceeding.

CONCLUSION
With the onset of cyber-bullying, peer-to-peer sexual harassment is an area of the law that literally knows no boundaries.  Universities are extremely vulnerable and must take great care to review their policies and to train and educate their students, staff, and faculty as peer-to-peer sexual harassment continues to expand.  
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