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In order to lead a country or a company, you’ve got to get
everybody on the same page and you’ve got to be able to have
a vision of where you’re going. America can’t have a vision of
health care for everybody, green economy, regulations - can’t
have a bunch of piece-meal activities. It’s got to have a vision.

—JAck WELCH (1935— ),
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Abstract: On March 26, 2013, the Omnibus Rule went into
effect, including important changes to the Health Insurance
Portability and Accountability Act’s (HIPAA) Privacy,
Security, Enforcement, and Breach Notification Rules under

the Health Information Technology for Economic and

Overview of the New HIPAA Omnibus Rule

Under the new HIPAA Omnibus Rule, breach has been
more broadly defined, penalties have been substantially
increased, and covered entities (including university

hospitals) may now be liable for violations by business

Clinical Health (HITECH) Act and the

associates and subcontractors. These key

Genetic Information Nondiscrimination
Act (GINA). These changes may result in
increased liability for university hospitals,
also impacting other university-owned
health care providers and their business
partners. This article highlights these
changes and offers ways for colleges and
universities to ensure they are meeting their
HIPAA requirements and the new require-
ments under the Omnibus Rule.

Introduction

On January 17, 2013, the US Depart-
ment of Health and Human Services
announced important modifications to
the Health Insurance Portability and Ac-
countability Act's (HIPAA) Privacy, Se-
curity, Enforcement, and Breach Notifica-

tion Rules under the Health Information

Technology for Economic and Clinical

The Omnibus Rule
added a number
of important new
regulations as to
how health care

providers must

treat protected
health information,
which go above and
beyond pre-existing

HIPAA regulations.

changes, which could increase universi-
ties' potential liability under HIPAA, are

as follows:

New Regulations on the Treatment of
Protected Health Information

The Omnibus Rule added a number

of important new regulations as to

how health care providers must treat
protected health information. The new
regulations limit the use and disclosure
of protected health information for mar-
keting and fundraising purposes.’ They
also prohibit the sale of protected health
information without individual authori-
zation.* These regulations go above and
beyond pre-existing HIPAA regulations,
under which health care providers were

already required to comply with strict

administrative safeguards and notifica-

Health (HITECH) Act and the Genetic

Information Nondiscrimination Act

(GINA).! These changes are known as the Omnibus Rule.
The Omnibus Rule went into effect on March 26,2013,
and covered entities must comply with the requirements
of the Omnibus Rule by September 23, 2013.> These new
requirements may result in increased potential liability by
university hospitals and other university-owned health
care providers, not only for their own alleged HIPAA
violations but also for violations of HIPAA by busi-

ness partners. This article highlights the key changes to
HIPAA that may affect universities, as well as explains the
ways in which universities may protect against possible

increased risk exposure.

tion and documentation requirements
deemed necessary to ensure the safety of
protected health information.

One of the most significant developments in the Om-
nibus Rule is its change in the definition of what consti-
tutes a breach. Previously, a breach required a finding that
the access, use or disclosure of personal health informa-
tion posed “a significant risk of financial, reputational, or
other harm to an individual.” This harm threshold had to
be met before health care providers were required to notify
patients of the breach.

The Omnibus Rule replaces the “harm threshold” with
a new standard.® Under the new regulations, a breach

is presumed whenever protected health information is

URMIA Journal 2013 |

69



acquired, accessed, used, or disclosed in a way that violates
HIPAASs stringent standards. Patients must be notified
unless a risk assessment demonstrates that there is a “low
probability that the protected health information has
been compromised.”” This risk assessment must take into
account four factors: “(1) to whom the information was
impermissibly disclosed; (2) whether the information was
actually accessed or viewed; (3) the potential ability of the
recipient to identify the subjects of the data; and (4) in
cases where the recipient is the disclosing covered entity’s
business associate or is another covered entity, whether the
recipient took appropriate mitigating action.”

Any failure of university hospitals—or, as we will
see, their business associates, subcontractors, and other
agents—to follow the new, stricter rules regarding the
treatment of protected health information may expose
them to liability for HIPAA violations. Under the new

Omnibus Rule these penalties have increased.

Penalties for HIPAA Violations Have Increased

Under the new Omnibus Rule, there are now four catego-
ries of violations that reflect increasing levels of culpabil-
ity and four corresponding tiers of penalty amounts that
increased the minimum penalty amount for each viola-
tion.” The maximum penalty is now $1.5 million annually
for all violations of an identical provision.'” However, as
the US Department of Human Health Services warns,“a
covered entity or business associate may be liable for mul-
tiple violations of multiple requirements, and a violation
of each requirement may be counted separately. As such,
one covered entity or business associate may be subject

to multiple violations of up to a $1.5 million cap for each
violation, which would result in a total penalty above $1.5
million.”!!

At the same time that the penalties for HIPAA
violations have expanded, affirmative defenses for these
violations have narrowed. The Omnibus Rule removes the
previous affirmative defense to the imposition of penalties
if the covered entity did not know and with the exercise of
reasonable diligence would not have known of the viola-
tion.'> Moreover, previously there were no penalties for
violations that were corrected in a timely manner unless
the violation was due to willful neglect. However, under
the new Omnibus Rule, penalties may now be imposed

even for violations that are timely corrected."

Due to the increases in fines and penalties, now more
than ever, violations of HIPAA's regulations could result
in potential liability for university hospitals and other

university-owned health care providers.

Business Associates and Subcontractors Are Directly
Liable for HIPAA Violations
The new Omnibus Rule not only affects health care
providers like university hospitals, but makes business as-
sociates of these entities directly liable for compliance with
many of the HIPAA Privacy and Security Rules’ require-
ments. The Omnibus Rule defines “business associate” as a
person or entity “who creates, receives, maintains, or trans-
mits’ (emphasis added) protected health information on
behalf of a covered entity.”"* Moreover, now “subcontrac-
tors”—persons "to whom a business associate delegates a
function, activity, or service’—are specifically included in
the new definition of “business associate.”!” The rules are
not simply limited to direct subcontractors but also apply
to “downstream entities.”'®

Previously, business associates and their subcontrac-
tors could only be held liable for breach of their contracts
with health care providers. Under the new Omnibus
Rule, however, business associates and subcontractors
are directly liable for HIPAA violations."” It is necessary
for business associates and subcontractors to follow all
rules regarding the use and disclosure of protected health
information due to their potential liability. Moreover, it is
necessary for university hospitals to closely monitor their
business partners, as under the new Omnibus Rule hospi-

tals face potential risk of vicarious liability.

Health Providers Liable for Violations by Business
Associates and Subcontractors
The new Omnibus Rule could increase the likelihood
that university hospitals and other health care providers
will face liability for conduct by business partners. This
is significant, as by some estimates these business part-
ners, rather than the health care providers themselves, are
responsible for more than 60 percent of HIPAA viola-
tions.'

Previously, health care providers were excepted from
liability for the acts of agents where the agent was a busi-
ness associate, the relevant contract requirements had

been met, the covered entity did not know of a pattern or
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practice of the business associate in violation of the con-
tract, and the covered entity did not fail to act as required
by the Privacy or Security Rule with respect to such
violations." The new Omnibus Rule does away with this
exception.”” Moreover, the Omnibus Rule adds a paral-
lel provision that creates a civil money penalty liability
against a business associate for the acts of its agent.”!
Under the new rule, it does not matter whether the health
provider or business associate has a HIPAA-compliant
business agreement in place.”

The Omnibus Rule applies the federal common law of

agency.””> Whether a business associate is

in accordance with § 164.524 based on the instruc-
tions to be provided by or under the direction of
a covered entity,” then this would create an agency
relationship between the covered entity and busi-
ness associate for this activity because the covered
entity has a right to give interim instructions and
direction during the course of the relationship.
An agency relationship also could exist between a
covered entity and its business associate if a cov-
ered entity contracts out or delegates a particular
obligation under the HIPAA Rules to its business

associate,?®

an agent is fact-specific and turns largely
on the right or authority of the health
provider to control the business associ-
ate’s conduct in the course of performing
a service on its behalf.** The right or au-
thority to control is likewise the essential
factor in determining whether an agency
relationship exists between a business
associate and its business subcontractor.?®
The US Department of Health and
Human Services has given some helpful

examples regarding how agency applies:

A business associate generally would
not be an agent if it enters into a
business associate agreement with

a covered entity that sets terms and

conditions that create contractual

The right or
authority to control
is the essential factor
in determining
whether an agency
relationship
exists between a
business associate
and its business

subcontractor.

The US Department of Health and
Human Services has warned that a
“business associate can be an agent of a
covered entity: (1) Despite the fact that
a covered entity does not retain the right
or authority to control every aspect of
its business associate’s activities; (2) even
if a covered entity does not exercise the
right of control but evidence exists that it
holds the authority to exercise that right;
and (3) even if a covered entity and its
business associate are separated by physi-
cal distance (e.g., if a covered entity and
business associate are located in different
countries).”” The new Omnibus Rule
could potentially increase the possibility
of liability by university hospitals and

obligations between the two parties.
Specifically, if the only avenue of
control is for a covered entity to amend the terms
of the agreement or sue for breach of contract, this
generally indicates that a business associate is not
acting as an agent. In contrast, a business associate
generally would be an agent if it enters into a busi-
ness associate agreement with a covered entity that
granted the covered entity the authority to direct
the performance of the service provided by its
business associate after the relationship was estab-
lished. For example, if the terms of a business as-
sociate agreement between a covered entity and its
business associate stated that “a business associate

must make available protected health information

other university-owned health care pro-

viders for the actions of third parties.

Insurance Coverage for HIPAA Violations

Given the addition of new regulations under HIPAA, an
increase in fines and penalties for HIPAA violations, and
the possibility of broader liability for the acts of busi-
ness partners under the new Omnibus Rule, it is essential
that university hospitals and other university-owned
health care providers protect themselves against potential
risk exposure. Federal enforcement of HIPAA claims
against health care providers is on the rise. Insurance is an
important means of protecting universities from the costs
of defense against these claims, as well as from fines and

penalties if liability is found.
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Traditional D&O and E&O policies may provide
coverage for HIPAA violations unless explicitly excluded.
For example, even under policies that do not have express
penalty coverage, HIPAA violations still may be cov-
ered.” Moreover, it may be possible to obtain coverage for
business associates and subcontractors as “independent
contractors” insured under a traditional policy. At least
one court has rejected an insurer’s attempt to narrowly
construe independent contractor language in a healthcare
D&O policy.”® However, recently many insurance com-
panies have developed health care policies that provide
coverage specifically for HIPAA investigations. These
policies cover defense costs and penalties associated with
HIPAA violations.

Time is of the essence. The new HIPAA Omnibus
Rule went into effect on March 26, 2013, and university
hospitals will only have until September 23, 2013, to
comply with the new requirements. Now is the time to
re-examine your insurance policy to ensure that you are
protected against potential liability under the new HIPAA
Omnibus Rule.

Broad Definition of Loss

Given what is at stake, universities should consult with
experienced insurance counsel to ensure their policies
include coverage for violations of HIPAA. Certain insur-
ers provide coverage specifically for losses associated with

HIPAA violations. For example:

“Loss” means damages, judgments (including pre/
post-judgment interest on a covered judgment),
settlements, and Defense Costs; however, Loss shall

not include:

1. civil or criminal fines or penalties imposed by
law, except:

2. HIPAA Penalties, subject to the HIPAA
Penalties Sublimit of Liability set forth under
Clause 6 “LIMIT OF LIABILITY (FOR
ALL LOSS - INCLUDING DEFENSE
COSTS)” of this policy.

In this particular example, “wrongful act” was defined

as “the failure to comply with the privacy provisions of

HIPAA! Likewise, "HIPAA penalties” included “civil

money penalties imposed upon an Insured for violation of
the privacy provisions of the Health Insurance Portabil-
ity and Accountability Act of 1996 and any amendments
thereto.”?

In another example, an insurance policy provided that:

HEALTH INFORMATION PRIVACY AND

NOTIFICATION COSTS

Subject to the Information Privacy aggregate limit

of liability stated on the certificate of insurance, we

will:

1. Pay“HIPAA’ fines and penalties pursuant to
the Health Insurance Portability and Account-
ing Act “HIPAA’, which you become legally
obligated to pay arising from a“HIPAA” pro-
ceeding with respect to the management and
transmission of confidential health informa-
tion; and

2. Reimburse you for notification costs related to
the disclosure of confidential personal infor-
mation provided that you obtain our prior
approval before incurring such costs.

3. Pay claim expenses related to 1. and 2. above.*!

Unlike the first policy, this policy provides coverage
for expenses associated with notifying patients of a breach
that compromised their protected health information.
Give that the standard for when breach notification is
mandatory has been lowered, see supra, and given that
the US Department of Health and Human Services has
estimated that the costs of notification may run into the
millions of dollars per year, this coverage may be desirable.

In sum, given the possible risks facing university
hospitals following passage of the Omnibus Rule, broad
coverage for losses stemming from HIPAA violations is

essential.

Broad Investigations Coverage

Universities should also ensure that their policies contain
broad investigations coverage, including coverage for loss
arising from investigations brought by the government
alleging HIPAA violations. For example, certain policies

provide coverage explicitly for HIPAA investigations:
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“HIPAA Proceeding” means an administrative
proceeding, including a complaint, investigation or
hearing instituted against you by the Department
of Health and Human Services or its designee
alleging a violation of responsibilities or duties
imposed upon you under the Health Insurance
Portability and Accountability Act (“HIPAA”), or
any rules or regulations promulgated thereunder,
with respect to the management of confidential

health information.*

universities should negotiate with their insurer and obtain
policies which offer full policy limits for fines, penalties
and defense costs for HIPA A violations.

Additional Insured Coverage

Given potential liability created by business associates’and
subcontractors’ activities under the new Omnibus Rule,
universities should make sure that their policies cover the
exposures of others. Where possible, university hospitals
should add business associates and subcontractors to their

list of additional insureds. Moreover,

In this particular policy, the insur-

ing agreement broadly provided express

university hospitals should enter into

agreements with their business associates

coverage for all “claims expenses” related Given potential and subcontractors whereby the latter

to any “HIPAA Proceeding.” Because not
only the fines associated with HIPAA

liability created by

would be responsible for obtaining ad-

ditional insured coverage for the hospital

violations but defending against the business associates’ under their own policies.
investigations themselves can be quite

costly, investigations coverage is neces- and subcontractors’ Cyber Liability Coverage

sary. In certain circumstances, you may also

activities under the

want to consider purchasing a cyber li-

High/No HIPAA Penalties Sublimit new Omnibus Rule, ability policy that insures against liability

Moreover, universities should ensure

their policies contain sublimits of cover- universities should tected health information under HIPAA.

age for HIPAA liabilities that meet their

needs. In the above example, the policy

contained a “HIPAA Penalties Sublimit policies cover the

of Liability:”

HIPAA PENALTIES SUBLIMIT

make sure that their

for data security breaches, including pro-

For example, certain insurance policies

promise to reimburse insureds for:

“Security event costs” means

exposures of others. (CYBER LIABILITY):

All reasonable and necessary fees,

OF LIABILITY:

The maximum limit of the Insurer’s

liability for all HIPAA Penalties, in the aggregate,
shallbe $ _ (the “HIPAA Penalties Sublimit

of Liability”). The HIPAA Penalties Sublimit of
Liability shall be part of, and not in addition to, the
Aggregate Limit of Liability set forth in Item 3(b)
of the Declarations, and shall in no way serve to
increase the Insurer’s Aggregate Limit of Liability

as stated therein.??

Because each HIPAA violation—whether by the uni-
versity hospital or its business partners— could potential-
ly result in up to $1.5 million in liability, universities must

ensure this limit is appropriate to their needs. If possible,

costs, and outside expenses you incur
with our prior written consent in con-
nection with a security breach, privacy breach or
breach of privacy regulations, as described below:
1. Notification costs and related expenses that
you incur to comply with requirements of
governmental statutes, rules or regulations,
or which you incur as a result of a judgment,
settlement, consent decree, or other legal
obligation, including the services of an outside
legal firm to determine the applicability of and
actions necessary to comply with governmental
statutes, rules or regulations;
2. Computer forensic costs of outside experts

retained to determine the scope, cause, or ex-
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tent of any theft or unauthorized disclosure of

information, but such expenses will not include

your compensation, fees, benefits, or expenses

of those of any of your employees;
3. Credit protection services for the affected

individual >

However, it is worth noting that traditional insurance

carriers may be reluctant to provide such broad insurance
coverage for university hospitals, as colleges and health
care organizations present unique risks due the inherently
sensitive nature of student and patient records. University
hospitals may need to consider not only traditional insur-
ance carriers but also cyber-specific insurers in order to

find the best available coverage.

Conclusion

If universities experience losses associated with HIPAA
violations, they should act quickly to protect their rights.
Insurance policies have strict deadlines in which to file no-
tice of a claim, after which time the insurer will argue that
coverage is lost. Moreover, at some point during the claims
process, universities may need to litigate or arbitrate with
an insurer. Universities should secure experienced insur-
ance coverage counsel to ensure that they receive all the

coverage to which they may be entitled.
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