Compliance Materials:  Export Controls and Trade Sanctions
Statutes and Regulations

· Statutes:
· Arms Export Control Act (“AECA”) – 22 U.S.C. § 2778 et seq.
· http://www.law.cornell.edu/uscode/22/usc_sec_22_00002778----000-.html
· The Export Administrative Act – 50 U.S.C. § 2401 et seq.
· http://frwebgate.access.gpo.gov/cgi-bin/usc.cgi?ACTION=BROWSE&TITLE=50USCC41
· The International Emergency Economic Powers Act (“IEEPA”) – 50 U.S.C. § 1701-1707.

· http://www.law.cornell.edu/uscode/50/usc_sup_01_50_10_35.html
· Regulations:
· International Traffic in Arms Regulations (“ITAR”) – 22 CFR 120-130.
· http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?sid=2043371df0ad5063c1b7ca6bfd59b8b3&c=ecfr&tpl=/ecfrbrowse/Title22/22cfrv1_02.tpl
· Export Administration Regulations (“EAR”) – 15 CFR 730-774.
· http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?sid=2043371df0ad5063c1b7ca6bfd59b8b3&c=ecfr&tpl=/ecfrbrowse/Title15/15cfrv2_02.tpl#700
· Foreign Assets Control Regulations (“FACR”) – 31 CFR 500-598.
· http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?sid=2043371df0ad5063c1b7ca6bfd59b8b3&c=ecfr&tpl=/ecfrbrowse/Title31/31cfrv3_02.tpl#500
Responsible Federal Agencies 

· Department of State – the Directorate of Defense Trade Controls (“DDTC”) safeguards the national security of the U.S. and promotes U.S. foreign policy by controlling the export and temporary import of defense articles and defense services covered by the United States Munitions List (“USML”).
· Department of Commerce – the Bureau of Industry and Security (“BIS”) is primarily responsible for (1) protecting the national security, economic security, cyber security, and homeland security of the U.S.; (2) ensuring the U.S .has a strong economic base; and (3) ensuring that there is effective export control and treaty compliance.
· Department of Treasury – the Office of Foreign Assets Control (“OFAC”) is generally the primary responsible federal agency that administers and enforces economic and trade sanctions based on U.S. foreign policy and national security goals against targeted foreign countries and regimes, terrorists, international narcotics traffickers, those engaged in activities related to the proliferation of weapons of mass destruction, and other threats  to the national security, foreign policy, or economy of the United States.
· U.S. Immigration & Customs Enforcement (“ICE”) – as a component of the Department of Homeland Security, ICE is charged with preventing terrorist and criminal activity by targeting people, money, and materials that support terrorist and criminal organizations.  Specifically, ICE investigates national security threats, financial and smuggling violations, financial crimes, commercial fraud, human trafficking, narcotics smuggling, child pornography/exploitation, and immigration fraud.
· Bureau of Alcohol, Tobacco, Firearms and Explosives (“ATF”) – as a bureau of the Department of Justice, the ATF is a law enforcement agency primarily protects the U.S. from criminals, criminal organizations, the illegal use and trafficking of firearms, the illegal use and storage of explosives, acts of arson and bombings, acts of terrorism, and the illegal diversion of alcohol and tobacco products. The ATF also has regulatory jurisdiction over the permanent importation of defense articles found on the United States Munitions Import List (22 C.F.R. 447.21).
Enforcement and Risk Exposure/Sanctions

· EAR Penalties:

· Criminal Violations

· Fines of up to $1 million per violation and/or up to twenty (20) years imprisonment.

· Civil Violations

· Fines of up to $250,000 per violation or two times the amount of the transaction), whichever is greater

· Suspension or debarment from government contracts.

· Revocation of export privileges.

· ITAR Penalties:

· Criminal Violations

· Fines of up to $1 million per violation and/or up to ten (10) years imprisonment and debarment.

· Civil Violations

· Fines of up to $500,000 per violation.

· Suspension or debarment from government contracts.

· Seizure and forfeiture of article.

· Revocation of export privileges.

· FACR Penalties:

· Criminal Violations

· Fine of up to $1 million per violation and/or up to twenty (20) years imprisonment.

· Civil Violations

· Fines of up to $250,000 per violation or two times the amount of the transaction, whichever is greater.

· Egregious and Voluntary Self-Disclosure – ½ of the transaction value (capped at $125,000 per violation).

· Egregious and No Voluntary Self-Disclosure – applicable scheduled amount (capped at $250,000 per violation).

· Not Egregious and Voluntary Self-Disclosure – ½ of the statutory maximum which depends on the violation.

· Not Egregious and No Voluntary Self-Disclosure -  statutory maximum which depends on the violation.

· Revocation of export privileges

· Suspension or debarment from government contracts.

· Other Possible Sanctions:

· Termination of export privileges.

· Suspension and/or debarment from federal government contracting.

· Loss of federal funds.

· Voluntary disclosure of violations serves as a “mitigating factor” in deciding penalties.

Key Compliance Obligations and Other Compliance Tools.

Please note that some information found on these websites may not reflect current policy or regulations.  You should always consult the current set of applicable regulations when evaluating export control issues.

· State Department Compliance Program Guidelines:  http://www.pmddtc.state.gov/compliance/documents/compliance_programs.pdf

· State Department Violations and Penalties, 22 C.F.R. § 127:  http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=339840f0875f62dab9f043f6a5363881&rgn=div5&view=text&node=22:1.0.1.13.66&idno=22

· Commerce Department Export Management and Compliance Program:  http://www.bis.doc.gov/complianceandenforcement/emcp.htm

· Commerce Department Enforcement and Protective Measures, 15 C.F.R. § 764:  http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=339840f0875f62dab9f043f6a5363881&rgn=div5&view=text&node=15:2.1.3.4.40&idno=15

· OFAC Frequently Asked Questions:  http://www.treas.gov/offices/enforcement/ofac/faq/index.shtml

· OFAC Reporting Procedures and Penalties Regulations, 31 C.F.R. Part 501 (Appendix A):  http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=339840f0875f62dab9f043f6a5363881&rgn=div5&view=text&node=31:3.1.1.1.2&idno=31:  

Possible Responsible Campus Units

	Position/Unit
	Suggested Responsibilities

	PI/Researcher
	· Understand the fundamentals of export controls;

· Identify and alert relevant persons to potential export control issues in proposals; 

· Work with others (Export Control Officer, attorney or persons in Office of Sponsored Programs) to determine the control classifications;

· Manage controlled materials.

	Vice President for Research

Office of Sponsored Programs

Office of Research Compliance

Export Control Officer
	· Coordinate, conduct and update risk assessment;

· Create campus risk map, identifying labs, research projects and departments that pose high risk; work with persons responsible for education and training to ensure that high risk researchers (and administrators) are trained appropriately;

· Review pre- and post-award grant documentation for export control issues; 

· Working with PI, determine control classifications and maintain records relating to it; 

· Review and negotiate grants and contracts, including non-disclosure agreements and clauses that could abrogate the fundamental research exemption;  notify Office of General Counsel of any problematic language or terms, e.g., restrictions on publication of research results; transfer of unmarked confidential information to the University;

· Maintain records of all export transactions (license applications and other determinations) for at least five years;

· Develop and monitor technology control plans;

· Perform partner screening;

· Help line for researchers with export control questions to call;

· Along with Office of the General Counsel, arrange and maintain records of education and training programs.

	Vice President of Technology Transfer/Technology Development
	· Ensures incoming confidential or proprietary information is not export controlled (unless Export Control Officer has provided review and approval)

· Advises faculty on proper marking of documents to prevent export control issues 
· Monitors disclosed technologies for export control issues based upon training provided by the Export Control Officer

· Works with Export Control Officer to determine export control jurisdiction and status for licensable technologies

· Works with Export Control Officer to pursue patent and other forms of IP protection for disclosed technologies 

· Performs restricted party screenings for confidentiality agreements and licensing agreements

· Facilitates creation of university spin off companies, including providing references/resources for the spin off company to build its own export compliance plan

· Adheres to hiring practices for all positions (including part-time interns) that may access controlled technologies

	Empowered Official
	· Legally authorized to sign license applications or other requests for approval;  

· Handles all submissions to DDTC, BIS and OFAC.

	Department/program
	· Determine if any member of department or program is conducting non-sponsored research that has export control issues;

· Maintain copies of all export documentation, including financial records and shipping documentation for five years from the date of export, re-export or deemed export.

	Export Control Committee

Members may include University Controller, Director of Purchasing, Human Resources; Director of International services; Associate General Counsel; Compliance Officer, Director of Health and Safety; Department head(s); Vice President for Research Administration; Compliance Officer


	· Review risk assessment and efforts to mitigate risks.  

	Office of General Counsel
	· Review decisions relating to high-risk areas; prepare and/or review license applications.

· Along with VP for Research/Office of Sponsored Research and Export Control Officer, arrange and maintain records of education and training programs. 

	Internal Audit
	· Audit recordkeeping; training and education.

· Work with Office of General Counsel to establish and direct periodic outside audit from specialists in export controls and trade sanctions analysis. 

	CFO/Finance and Administration
	· Ensure that all financial transactions, including student bank accounts, charge cards, and incoming and outgoing payments, are screened against U.S. Government prohibited lists.

	Information Technology
	· Develop and implement IT aspects of Technology Control Plan to protect restricted information.

· Adhere to encryption policies for export of hardware and software by university researchers, including VPNs and encryption packages placed on university laptops.

· Adheres to hiring practices for system administrators and other positions that may have access to export-controlled hardware and/or technologies.

	Development
	· Understand restrictions under U.S. national security and foreign policy for international collaborations

· Screen all donors and donations against U.S. Government prohibited lists.

	Public Affairs
	· Understand and be able to articulate university’s commitment to open research, free exchange of ideas and international collaborations in a manner that ensures protection for U.S. national security and foreign policy. 

· Coordinate responses to media requests for information related to export-controlled activity with the Export Control Officer.

	Open Records
	· Coordinates with Export Control Officer for any records requests that may include export-controlled information.


Sample Policies and Procedures

Research Universities

· Stanford University: Global Activities Operating Guide and Export Control Decision Tree:

· http://fingate.stanford.edu/docs/global_activity_ops_guide.pdf
· http://export.stanford.edu/tree/
· Massachusetts Institute of Technology Export Control Policy Statement:

· http://web.mit.edu/osp/www/Export_Controls/index_files/Page351.htm
Other Colleges and Universities

· University of North Carolina – Pembroke: Export Controls Website, Policy Statement, and Memo to Campus
· http://www.uncp.edu/osrp/compliance/

· http://www.uncp.edu/osrp/compliance/export_controls_policy_statementfinal.doc

· http://www.uncp.edu/osrp/compliance/Provost_Memo_to_Campus.pdf

· Richard Stockton College: Export Control Guidelines

· http://tinyurl.com/RSExportControls
· College of William and Mary: Export Controls Website
· http://www.wm.edu/offices/techtransfer/ExportControls/index.php
Additional Resources

· Composite List of Controlled Items.  List of high-risk areas from NEGOTIATING THE MINE FIELD: The Conduct of Academic Research in Compliance with Export Controls, Carol T. Carr, monograph published by National Association of College and University Attorneys, 2006.  (Available at http://www.nacua.org/cvweb/CGI-BIN/MSASCARTdll.dll/ProductInfo?productcd=EXPORT_ELECT)

Does the research project require the development of any of the following items listed below or the use of any related laboratory equipment? (Please note that all items listed below encompass: systems, equipment, and components; test, inspection, and production equipment; materials; software; and technology.) 
Aerospace Technology 

Including, but not limited to: 

Aircraft, Spacecraft, Space Vehicles and Associated Equipment 

Spacecraft Systems and Associated Equipment 

Navigation and Avionics 

Sensors and Lasers 

Propulsion Systems 

Propellant 

Launch Vehicles, Guided Missiles, Ballistic Missiles, Rockets 

Marine Technology 
Including, but not limited to: 

Submersible Vessels, Oceanographic and Associated Equipment 

Sensors (e.g., Acoustic) and Lasers 

Vessels of War and Special Naval Equipment 

Torpedoes and Mines 

Nuclear Technology 
Including, but not limited to: 

Nuclear Materials, Facilities and Equipment (and Miscellaneous Items) 

Nuclear Weapons Design and Test Equipment 

Chemical/Biological 
Including, but not limited to: 

Toxicological Agents and Equipment and Radiological Equipment 

Chemicals, Microorganisms, and Toxins 

Electronics/Computers/Telecommunications (other than items commonly used in an office) 
Including, but not limited to: 

Computers (developed in the course of, or as an integral part of, a research project) 

Telecommunications (developed in the course of, or as an integral part of, a research project)
Information Security 

Sensors (Optical, Acoustic, etc.) and Lasers 

Avionics 

Electronics Design, Development and Production 

Fire Control, Range Finder, Optical and Guidance and Control Equipment 

Military Electronics 

Materials/Material Processing 
Including, but not limited to: 

Materials 

Material Processing (including, but not limited to, Robotic Processing) 

Munitions/Firearms/Artillery/Directed Energy Weapons 
Including, but not limited to: 

Propellant 

Firearms 

Ammunition 

Artillery Projectors 

Explosives, Incendiary Agents, and Their Constituents 

Bombs and Mines 

Directed Energy Weapons (e.g., Lasers) 

Military Equipment/Vehicles 
Including, but not limited to: 

Sensors and Lasers 

Propellant 

Military Training Equipment 

Protective Personnel Equipment 

Auxiliary Military Equipment 

Tanks and Military Vehicles 

Fire Control, Range Finder, Optical Equipment 

Classified Materials 
Classified Articles, Technical Data and Defense Services not otherwise enumerated above 

Miscellaneous Materials 
Any article not specifically enumerated above that has substantial military applicability, and which has been specifically designed or modified for military purposes. 

Please note that this is a summary of hundreds of pages of regulations. Consulting the regulations is the only way to obtain definitive guidance, although this list should help with the initial review. 

· Screening Lists available at one website, “Lists to Check”:
· http://www.bis.doc.gov/complianceandenforcement/liststocheck.htm 

· Commerce Department Frequently Asked Questions, Supplement No. 1 to Part 734:
· http://www.access.gpo.gov/bis/ear/pdf/734.pdf 

· BIS Export Management & Compliance Program – Audit Module: Self-Assessment Tool:

· http://www.bis.doc.gov/complianceandenforcement/emcp_audit.pdf
· U.S. Department of State Directorate of Defense Trade Controls Website:
· http://www.pmddtc.state.gov/

· U.S. Department of Commerce, Bureau of Industry & Security Website:
· http://www.bis.doc.gov/

· U.S. Treasury Department, Office of Foreign Assets Control Website: 
· http://www.treas.gov/offices/enforcement/ofac/
· Case law/Legal Situations/Settlements:
· United States Department of Justice fact sheet of major export enforcement prosecutions between 2006 and 2008. 
· http://www.usdoj.gov/opa/pr/2008/October/08-nsd-959.html
· United States v. Roth, 2009 WL 2356691 (E.D. Tenn. July 28, 2009)
· Roth, a professor at the University of Tennessee at Knoxville, was convicted of violating the AECA after he shared technical data with a restricted foreign national.    Roth was sentenced to 48 months in prison.
· United States v. Hanson, 613 F. Supp.2d. 85 (D.D.C. 2009)
· Husband and wife were charged with violating the EAR after they illegally exported unmanned aerial vehicle (“UAV”) autopilot components to the People’s Republic of China.  Wife could face anywhere from 63 to 78 months in prison.
· Asher Karni & Humayun Khan (D.D.C. 2003)
· Asher Karni, an Israeli citizen living in South Africa, was arrested for re-exporting U.S.-made trigger spark gaps from South Africa to Pakistan.    The triggers, a dual-use good, were believed to be intended for Pakistan’s nuclear weapons program.  (The item’s non-military use was as part of a device that disintegrated kidney stones.)  Karni pleaded guilty and received a three-year prison term.
· ITT Corp. (March 2007)
· Corporation pleaded guilty to illegally exporting night-vision technology to China and other countries and paid a $100 million fine.
· DHL Settles Iranian Transactions Regulations, Sudanese Sanctions Regulations, Reporting, Procedures and Penalties Regulations, and Export Administration Regulations Allegations with OFAC and the Department of Commerce’s Bureau of Industry and Security (August 2009)
· DPWN Holdings and DHL, Inc. agreed to remit $9,444,744 to settle allegations that it made numerous shipments to Iran and Sudan in violation of the OFAC regulations.  DHL also made certain unlicensed exports to Syria and failed to comply with BIS and OFAC recordkeeping requirements.  DHL also agreed to retain an external auditor to review additional transactions and undergo yearly audits.
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